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Abstract 

X-eHealth D4.2.2 Recommendation paper on legislative enablers for cross-

border personal data interoperability is a guidance document addressing 

legal and ethical challenges arising alongside EHR Exchange.  The 

document elaborates the challenges and obstacles with regard to data 

privacy and data transparency and provides general recommendations on 

how to overcome these challenges 
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Executive Summary 

X-eHealth D4.2.2 Recommendation paper on legislative enablers for cross-border 

personal data interoperability is a guidance document that aims to identify the 

possible solutions to legal and ethical challenges analysed in the D4.2.1 Information 

paper on the current challenges in legal aspects of cross-border exchange of personal 

data. 

 

 

Scope and interdependencies 

D4.2.1 Information paper on the current challenges in legal aspects of 

cross-border exchange of personal data 

The main goal of 4.2.2 will be to analyse legal obstacles for data use, data protection 

and security in a cross-border setting, as well as to identify legal enablers in order to 

improve the cross-border exchange of personal data, data privacy, and data 

transparency on the EU level which is a crucial step towards ensuring that data 

subjects’ rights are respected in cross-border healthcare.  

The cross-border exchange of patient data naturally raises further issues, which are 

not only the subject-matter of legislation but cross the legal boundary into the 

ethical domain. 

This is the case particularly in the question of secondary use of personal/patient data. 

Such issue should not be omitted in a discussion regarding the flow of data of 
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patients among healthcare providers of European countries, as national legislations 

regarding secondary use of such sensitive data may differ.  

The legal and ethical limitations of secondary use of personal/patient data in current 

setting, as well as with regards to the new domains, will be explored to the extent of 

their association with obstacles to cross-border data exchange.  

Furthermore, D4.2.2 shall provide legislative and technical recommendations for 

tackling challenges identified in D4.2.1, most notably those pertaining to: a) Data 

Use, b) Data Protection & Security, c) Data Privacy, d) Data Transparency, e) 

Data Ethics in the context of cross-border exchange of personal data, and others 

analysed in D4.2.1, in order to improve the current state of personal data exchange in 

the EU and enable the deployment of future eHealth services. 

Therefore, the text below should be read in conjunction with the D4.2.1 Information 

paper on the current challenges in legal aspects of cross-border exchange of 

personal data. 

 

D4.1.2 eID in eHealth - from national solutions to eIDAS 

Due to the significance and legal implication of topics explored in X-eHealth T4.1 on 

Electronic Identification Implementation, this document should be further explored 

alongside the D4.1.2 eID in eHealth - from national solutions to eIDAS, which is being 

drafted during the writing of this document. 

 

 

1 INTRODUCTION 
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1.1 Background 

The main purpose of Task 4.2 is to provide an analysis of the identified legislative 

aspects, challenges, and enablers for cross-border personal data interoperability, 

regarding the current cross-border exchange scenarios, and the planned new 

domains. Therefore, it is the intention of the deliverables of this task (D4.2.1 and 

D4.2.2) to serve as a guide for the other Work Packages. 

The cross-border exchange of patient data naturally raises further issues, which are 

not only the subject-matter of legislation but cross the legal boundary into the 

ethical domain. This is the case particularly when it comes to the processing of 

sensitive personal/patient data outside their country of origination.  

Such issues should not be omitted in discussions regarding the flow of data of 

patients among healthcare providers of European countries, as specific national 

provisions regarding the processing of such sensitive data may differ.  

Therefore, both the legal and ethical limitations of secondary use of personal/patient 

data in current setting, as well as with regards to the new domains, will be explored 

to the extent of their association with obstacles to cross-border data exchange. 

 

1.2 Aim of the document 

The aim of this document is to provide an overview of the legislative and ethical 

recommendations for overcoming cross-border personal data interoperability 

challenges which were previously identified in D4.2.1 Information paper on the 

current challenges in legal aspects of cross-border exchange of personal data.  
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1.3 Lessons learned from D4.2.1 

Besides technical aspects, such as interoperability and cybersecurity, the successful 

implementation and deployment of cross-border healthcare services warrants serious 

considerations of the legal and ethical aspects related to data protection. 

Listed in the tables below, there is the summary of legal obstacles and challenges to 

cross-border exchange of healthcare data in the EU, as identified in the D4.2.1 

Information paper on the current challenges in legal aspects of cross-border exchange 

of personal data. 

 

ID  
Legal challenges (from 

D4.2.1) 
Opportunities (from D4.2.1) 

LC1  

Lack of clarity regarding 

data protection vs 

consumer protection 

provisions in the 

healthcare domain.  

Cross-border healthcare data exchange 

raises the opportunity to better define and 

distinguish between the distinct rights of 

patients as consumers as opposed to data 

subjects. 

LC2  

Different legal bases for 

personal data exchange in 

healthcare (e.g., informed 

patient consent in country 

of treatment vs. other 

legal basis in country of 

affiliation).  

The GDPR allows for several legal bases for 

cross-border healthcare data exchange. 

Although this may present certain challenges 

at the moment, this provides for a unique 

situation in which Member States can explore 

different legal scenarios for cross-border 

data exchange.   
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LC3  

Lack of clarity regarding 

the Member States’ roles 

in data protection with 

regards to the GDPR.  

Cross-border data exchange presents new 

opportunities to further define data 

protection requirements of Member States 

and apply them in healthcare. The 

generalisation of these rules and 

requirements may hopefully be carried over 

to other sectors within the EU.  

LC4  

Lack of clarity regarding 

the meaning of “personal 

data” in the light of the 

GDPR.  

Cross-border data exchange presents new 

opportunities for a better understanding of 

what “personal data” means or rather, what 

can be considered as “personal data” - 

especially in the scope of cross-border 

healthcare services, and thus broadening our 

definitions of data which is an important effort 

in the era of digitisation. 

 

LC5  

The implementation of 

technical processes in the 

cross-border exchange of 

data that create gaps in 

our understanding of 

personal data processing.  

New technologies offer a wide range of 

possibilities for personal data exchange but 

also present a clear danger because of the 

many “unknowns” which are attached to any 

new technical principle. However, new 

technologies may be leveraged to ensure 

better data protection, as proposed in this 

document. Within the cross-border 

healthcare exchange context, we are in a 

unique position to explore these 
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opportunities in order to improve healthcare 

outcomes.  

LC6  

Lack of clarity regarding 

the identification means of 

data subjects within the 

current infrastructure and 

the rights of data subjects. 

The eHDSI system [1] that is currently being 

put in place for the cross-border healthcare 

data exchange, provides a solid ground for 

establishing different means for the patients’ 

(data subjects’) identification in a secure 

setting. This however must be further 

explored in order to protect the rights of 

data subjects and – at the same time – 

ensure healthcare treatment in a cross-

border setting.  

LC7  

Lack of clarity in the 

separation of Member 

States' and the European 

Commission's respective 

roles in cross-board data 

processing.  

Although there is still some ambiguity 

regarding the appropriate roles of different 

parties participating in the cross-border 

healthcare data exchange in the light of the 

GDPR and applicable WP29 guidelines by the 

/EEDPB & EDPS guidelines [2], much effort 

has been invested into clarifying all relevant 

aspects of data controllership within the 

current scope of eHDSI. There are still some 

ongoing debates, but many obstacles have 

been cleared and at least some of the roles 

have been identified and defined.  

LC8  

Lack of alignment among 

Member States regarding 

legal representation in the 

The cross-border provision of healthcare 

services provides an opportunity to establish 

clearer rules on legal representation in EU 
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context of cross-border 

healthcare data exchange.  

Member States and the possibility of adding 

this information into a common repository 

that can be accessed by Member States 

participating in the cross-border healthcare 

data exchange but also re-used for other 

purposes.  

LC9 

Lack of alignment among 

Member States regarding 

healthcare professional 

authorisations to access 

personal data 

The cross-border provision of healthcare 

services provides an opportunity to establish 

clearer rules on access to personal data 

regarding healthcare professions / user roles 

and types of EHR 

LC10 

Lack of clarity regarding 

informed consent in 

specific cross-border data 

exchange scenarios 

Obtaining and recording of informed patient 

consent may be challenging for data 

controllers, especially in scenarios other than 

in-person (e.g., laboratory medicine). Also, 

specific challenges appear with secondary 

use (e.g., an ultimate right to withdraw the 

consent may not be possible to exercise). 

Table 3 List of recognised legal challenges and opportunities for cross-border 

exchange of healthcare data. 

 

ID  
Ethical challenges (from 

D4.2.1) 
Opportunities (from D4.2.1) 

EC1 
The presence of especially 

sensitive data may prevent 

Patient’s right to optimal and non-

discriminatory treatment may be empowered 

by cross-border exchange.   
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cross-border EHR data 

sharing.  

Policy measures can be implemented in 

cross-border healthcare  

  

EC2 

Cross-border exchange of 

patient’s will about 

medical treatment or to 

appoint medical power of 

attorney may be 

challenging due to the 

nature of the information.  

Living wills and other advance directives are 

written, legal instructions regarding the 

patient's preferences for medical care if they 

are unable to make decisions for by 

themselves.   

Advance directives guide choices for doctors 

and caregivers if the patient is terminally ill, 

seriously injured, in a coma, in the late stages 

of dementia or near the end of life.  

The opportunity arises to include the 

indicator of existence of living will and 

advanced directive in the e.g., the Patient 

summary for cross-border healthcare data 

exchange purposes while also encourage the 

patients to disclose the original document as 

part of their healthcare documentation.  

The opportunity arises to create and share a 

common list of advance directives, paving the 

way towards standardisation and cross-

border exchange of structured documents. 

EC3 

Patients may deny their 

consent to share especially 

sensitive data depending 

on their health condition.  

As the data in question may be essential for 

patient safety (e.g., communicable diseases), 

this is also an opportunity to further consider 

all emergency assess scenarios (e.g., break- 

the- glass being one of them), also aligning 

them with other relevant legal and ethical 
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aspects of cross-border healthcare data 

exchange.  Policy measures may be 

implemented, such as common guidelines for 

access to data that is essential for safety of 

patients themselves and healthcare providers. 

EC4 

Patients may not be able 

to share data depending 

on their health condition 

or on their digital literacy. 

Policy measures can be implemented in 

cross-border healthcare date exchange in 

order to provide assistance at points of care, 

such as professional assistants for those with 

lack of skills and empowering next-of-kin and 

other legal representatives. 

Table 4 List of recognised ethical challenges and opportunities for cross-border 

exchange of healthcare data. 

 

[1] Electronic cross-border health services, Available from: 

https://ec.europa.eu/health/ehealth/electronic_crossborder_healthservices_en. [Date of access: 20 Sep 

2021]. 

[2] European Commission. Endorsement of GDPR WP29 guidelines by the EDPB, Available from 

https://edpb.europa.eu/news/news/2018/endorsement-gdpr-wp29-guidelines-edpb_pt. [Date of 

access: 20 Sep 2021]. 

 

 

2 RECOMMENDATIONS FROM D4.2.1 

Article 4 (GDPR) [1] defines data concerning health as personal data related to the 

physical and mental health of a natural person, including the provision of health care 

services, which reveal information about his or her health status.  

https://ec.europa.eu/health/ehealth/electronic_crossborder_healthservices_en
https://edpb.europa.eu/news/news/2018/endorsement-gdpr-wp29-guidelines-edpb_pt
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In practice, however, health data are often understood as any personal data generated 

within healthcare systems, and some may also include data concerning health which 

are collected by citizens and patients through wearable devices, apps and self-

reported information.  

A wide definition of health data is used to include all the above, as well genetic data 

and biometric data. The data generated in the context of healthcare includes both 

personal data as defined in Article 4 GDPR and sensitive personal data as defined in 

Article 9 GDPR whereas health and social care data are understood in the sense of 

article 9(h) GDPR, to include data from direct care provision, such as long-term care 

but does not include in-kind/financial benefits, such as unemployment, guaranteed 

minimum income data, psychology-related data on work-stress etc. 

 

Personal data Definition 

‘Personal data’ means any information relating to an identified or identifiable natural 

person (‘data subject’); an identifiable natural person is one who can be identified, 

directly or indirectly, in particular by reference to an identifier such as a name, an 

identification number, location data, an online identifier or to one or more factors 

specific to the physical, physiological, genetic, mental, economic, cultural or social 

identity of that natural person [1]. 

There are two categories of personal data: ordinary personal data and sensitive (or 

special) personal data. The ordinary data category includes most personal data. 

Instead, special categories of personal data (‘sensitive data’) include those personal 

data whose processing involves higher risks for the data subject. This special category 

of personal data has a different legal regime of processing. This category includes: 

• personal data revealing racial or ethnic origin, political opinions, religious or 

philosophical beliefs, or trade union membership, genetic data, biometric data 
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for the purpose of uniquely identifying a natural person, data concerning health, 

data concerning a natural person’s sex life, personal data concerning sexual 

orientation.  

• in some countries, the national identification number (for example, in Romania, 

the processing of the national identification number has a restrictive legal 

regime of processing).  

• personal data involving children;  

• personal data relating to criminal convictions and offenses. 

 

Definition of personal data according to data protection authorities 

Article 29 Data Protection Working Party (WP29) recommends that the concept of 

personal data is analysed through its main building blocks:  

Any information may be considered to have an objective nature (information that does 

not support interpretations, like name, position or marital status) or a subjective nature 

(for example, interpreting a person’s behaviour). Additionally, personal data can be 

correct or incorrect because, as WP29 states “for information to be ‘personal data’, it 

is not necessary that it [personal data] be true or proven". 

Furthermore, the personal data can be provided by the data subject (for example, when 

the data subject is in an online form), or information can be generated by third parties 

(telephone number, bank account, IP address, etc.).  

Regarding the content of information, personal data can contain all kinds of 

information, not just intimate information about a person, but also personal data 

concerning the social, professional, or economic behaviour of a person. 

Relating to “personal data” must always refer to a natural person.  
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Data concerning phenomena or things without a connection to a natural person does 

not fall under the protection of the GDPR.  

Also, anonymous data does not fall under the protection of the GDPR, because they 

are not considered personal. Recital GDPR is clear in this matter: “The principles of data 

protection should therefore not apply to anonymous information, namely information 

which does not relate to an identified or identifiable natural person or to personal data 

rendered anonymous in such a manner that the data subject is not or no longer 

identifiable. This Regulation does not, therefore, concern the processing of such 

anonymous information, including for statistical or research purposes.”  

Nevertheless, pseudonymised personal data falls under data protection laws because 

this kind of data concerns a data subject and the data subject can be identified. 

An identified or identifiable person: In general terms, a natural person can be 

considered as “identified” when, within a group of persons, he or she is “distinguished” 

from all other members of the group.  

Accordingly, the natural person is “identifiable” when, although the person has not 

been identified yet, it is possible to do it (that is the meaning of the suffix “-able”). This 

second alternative is therefore, in practice, the threshold condition determining 

whether information is within the scope of the third element’. 

In other words, if the identification of a person is possible (directly or indirectly), we 

are in the presence of personal data.  

Recital GDPR states that ‘to determine whether a natural person is identifiable, account 

should be taken of all the means reasonably likely to be used, such as singling out, 

either by the controller or by another person to identify the natural person directly or 

indirectly.  
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To ascertain whether means are reasonably likely to be used to identify the natural 

person, account should be taken of all objective factors, such as the costs of and the 

amount of time required for identification, taking into consideration the available 

technology at the time of the processing and technological developments. The case 

that best explains the notion of identification is Patrick Breyer v Bundesrepublik 

Deutschland [2].   

In this case, the Court of Justice of the European Union (CJEU) states that a dynamic IP 

address can fall within the concept of personal data even if the person could not be 

directly identified. CJEU stated that ‘in order to treat information as personal data, it is 

not necessary that that information alone allows the data subject to be identified’ and 

"to determine whether a person is identifiable, account should be taken of all the 

means likely reasonably to be used either by the controller or by any other person to 

identify the said person”.  

In the Breyer case, the CJEU stated that, even if a dynamic IP address does not relate 

to an identified person, the data protection laws still apply because indirect 

identification is possible because this information is publicly available. The CJEU offers 

an example of indirect identification (paras. 39-48), showing that, in the event of a 

cyberattack, the person can be identified by corroborating the IP address with other 

personal data held by the internet access provider. 

 

Natural person: Regarding this element, two explanations are required. First, personal 

data should concern individuals and not legal persons. However, there is an exception 

to this rule.  

In Volker und Markus Schecke GbR (C-92/09) and Hartmut Eifert (C-93/09) v Land 

Hessen [3], the CJEU stated that data protection legislation applies where ‘directly 
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natural persons who are members of a company’ can be identified from the name of 

a company.  

At the same time, we consider that although the GDPR does not apply to legal persons, 

information about persons within companies constitutes personal data under the 

GDPR. For example, as we have stated in the past, “if an email company address in the 

oce@domeniu.ro format is not  personal data, an email address in the 

nume.prenume@domeniu.ro format will be a personal data”.  

It should also be added that although the GDPR does not protect legal persons, the 

data on directors and shareholders falls under the protection of the GDPR even when 

processed by the Chambers of Commerce, as the CJEU pointed out in the case of 

Camera di Commercio, Industria, Artigianato e Agricoltura di Lecce v Salvatore Manni 

[4].  

Secondly, GDPR does not apply to personal data relating to deceased persons.  

Nevertheless, the respective regulation is especially important regarding secondary 

use. Clinical data of the deceased persons is typically subject of the latter. According 

to the GDPR, EU Member States are free to adopt additional rules on the processing 

of personal data relating to deceased persons. EU Member States like Italy and 

Denmark have already introduced the protection of the personal data relating to 

deceased persons. 

Another example from the Romanian national law did not introduce such additional 

protection. The Article 78 Romanian Civil Code provides that "the deceased person is 

owed respect for his memory as well as his body”. To give full effect to Article 78 of 

the Romanian Civil Code in the context of new technologies, data processing should 

be lawful even after the person passed away. After all, health data can also be relevant 

in drawing conclusions about the health of relatives.  
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According to Article 23 of the Slovenian Data Protection Act, personal data of the 

deceased persons is regulated similarly to the personal data in general. An 

unambiguous legal base shall exist and secondary use is allowed for scientific, 

statistical and historical purposes unless specifically prohibited by law and if the person 

themself has not provided a written prohibition beforehand. 

The definition of personal data may also depend on technical processes pertaining to 

a particular data processing scenario.  IP address is a common example, as it may 

indicate the identity of the person.  Apart from application level, telecommunication 

network pathways must be analysed in terms of personal data, and appropriate 

technical and organisational measures must be applied to avoid unauthorised data 

processing. In case of contact tracing applications, TAN codes are not considered 

personal data in the contest of cross border processing. But if TAN code is sent via 

SMS to an infected individual, it may identify the person via their mobile phone 

number. So even TAN code is not personal in the governance framework of a contact 

tracing application, it may be de facto personal information within the technical 

infrastructure of the local telecommunication operator.    

Therefore, one of the key European challenges to data protection is to identify the 

many ways in which personal data definitions may change depending on each 

country's legislation, as well as organisational and technical processes involved with 

healthcare data exchange. 

The following recommendations to various legal and ethical challenges will hopefully 

shed some additional light on these matters and provide practical directions that the 

Member States and the European Commission may take. 

 

[1] REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data and on the 
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free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). 

Article 4(1) "Personal data". 

[2] Judgment of the Court (Second Chamber) of 19 October 2016. Patrick Breyer v Bundesrepublik 

Deutschland. Request for a preliminary ruling from the Bundesgerichtshof. Reference for a preliminary 

ruling — Processing of personal data — Directive 95/46/EC — Article 2(a) — Article 7(f) — Definition 

of ‘personal data’ — Internet protocol addresses — Storage of data by an online media services 

provider — National legislation not permitting the legitimate interest pursued by the controller to be 

taken into account. Case C-582/14. Digital reports (Court Reports - general) ECLI identifier: 

ECLI:EU:C:2016:779.  Available from: https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX%3A62014CJ0582. [Date of access: 20 Sep 2021]. 

[3] Judgment of the Court (Grand Chamber) of 9 November 2010. 

Volker und Markus Schecke GbR (C-92/09) and Hartmut Eifert (C-93/09) v Land Hessen. References for 

a preliminary ruling: Verwaltungsgericht Wiesbaden - Germany. Protection of natural persons with 

regard to the processing of personal data - Publication of information on beneficiaries of agricultural 

aid - Validity of the provisions of European Union law providing for that publication and laying down 

detailed rules for such publication - Charter of Fundamental Rights of the European Union - Articles 7 

and 8 - Directive 95/46/EC - Interpretation of Articles 18 and 20. 

Joined cases C-92/09 and C-93/09. European Court Reports 2010 I-1106. ECLI identifier: 

ECLI:EU:C:2010:662. Available from: https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX%3A62009CJ0092. [Date of access: 20 Sep 2021]. 

[4] Judgment of the Court (Second Chamber) of 9 March 2017. Camera di Commercio, Industria, 

Artigianato e Agricoltura di Lecce v Salvatore Manni Request for a preliminary ruling from the Corte 

suprema di cassazione. Reference for a preliminary ruling — Protection of individuals with regard to 

the processing of personal data — Directive 95/46/EC — Article 6(1)(e) — Data subject to disclosure in 

the companies register — First Directive 68/151/EEC — Article 3 — Winding-up of the company 

concerned — Restriction of access to that data by third parties. Case C-398/15. Available from: 

https://curia.europa.eu/juris/liste.jsf?language=en&num=C-398/15. [Date of access: 20 Sep 2021]. 

 

 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62014CJ0582
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62014CJ0582
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62009CJ0092
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62009CJ0092
https://curia.europa.eu/juris/liste.jsf?language=en&num=C-398/15
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2.1 Legal challenges and recommendations 

LC1 

Lack of clarity regarding data protection vs consumer protection provisions in 

the healthcare domain. 

Cross-border healthcare data exchange identifies the opportunity to better define 

and distinguish between the distinct rights of patients as consumers as opposed to 

data subjects. 

The final object of both consumer protection and data protection legislation is 

ultimately a natural person - the same patient who wishes to receive a high-quality 

health care service and who is also the data subject whose data is being processed 

on that purpose. Consumer law is relatively concrete, because the situation where 

someone sells goods or offers a service is relatively unambiguous.  

The norms are based on various directives, that are often connected to clear lists, 

because the condition is, for example, clearly unfair and therefore void. At the same 

time, the data protection law may not be specific enough for the variety of use cases, 

making it difficult to assess whether personal data was processed and by whom in 

which role. In this field, concepts and principles are given concrete meaning in 

emerging practice. For example, GDPR in turn emphasises that the controller should 

be able to demonstrate that the data subject has given consent to the processing 

operation and in accordance with Council Directive 93/13/EEC [1], a declaration of 

consent should be provided in an intelligible and easily accessible form, using clear 

and plain language, and should not contain unfair terms. The last sentence of the 

GDPR Art. 7 (2) states that: “Any part of such a declaration which constitutes an 

infringement of this Regulation shall not be binding.” Similar wording appears in 

Article 6 (1) of Directive 93/13, stating that unfair terms shall not be binding on the 

consumer. 
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With regard to the consumer, mandatory provisions for consumer protection should 

be paid attention to, but often the standard terms of consumer protection may be 

intertwined with issues connected to the rights of data protection (e.g., the ambiguity 

of the terms themselves, etc).  

For example, a question arose in a court case in 2016 between a consumer 

organisation and Amazon EU Sàrl, of whether the processing of personal data is 

subject exclusively to the law of the Member State in which the undertaking is 

situated, or must the undertaking also comply with the data protection rules of those 

Member States to which its commercial activities are directed?[2]  

Depending on which country’s law applies to the consumer, the specific data 

protection rules apply as well. The Court relied on Rome I[3] and Rome II[4] 

regulations to determine the applicable law, and although the specific case 

concerned a transaction made by electronic means, the applicable law, decided 

based on the mentioned regulations, also applies in other cases. Therefore, the case 

is directly linked to the cross-border context of health data, where the specific 

applicable law also depends on where the service is provided. 

The GDPR makes a clear distinction regarding only jurisdiction, i.e., the data subject 

has the right to go to court anywhere which also gives them the right to go to court 

in their home country unless the controller or processor is a public authority in the 

exercise of public authority in a Member State (GDRP Article 79 (2)). Thus, there is a 

clear distinction between the jurisdiction rules in data protection cases [5] besides 

the general regulations concerning civil and commercial matters by (EU) Regulation 

No 1215/2012.[6]  

Quite separately, the question has arisen as to whether the consumer can lodge a 

complaint with any national supervisory authority in any country. This does not 

specifically belong to the scope of this project, but the question may still arise – e.g., 

if a person contests certain aspects of cross-border data exchange – which 

supervisory authority would deal with it?  
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According to Article 77 (1) of the GDPR, the data subject shall have the right to lodge 

a complaint with a supervisory authority. However, following the entry into force of 

the GDPR, the question has arisen as to whether the data subject can choose without 

restriction which Member State's data protection supervisory authority to lodge a 

complaint with. According to the provision, the consumer can lodge a complaint 

“primarily” in the Member State of his or her habitual residence, place of work or 

place of the alleged infringement.  

However, the question has arisen to what extent this may be limited or how open 

this choice is to the individual. In other words, whether and to what extent the data 

subject's freedom of choice may be restricted by the clarification of Article 77 (1), 

which sets out the so-called choice of presumed circumstances – where is the 

permanent residence of the data subject and where the alleged infringement took 

place. At the same time, regulative documents also question the purposefulness of 

the data subject’s unrestricted right of choice, as it is unlikely that turning to a 

supervisory authority not connected to the circumstances could benefit the data 

subject. At the same time, the aim of the regulation is to make it easier for the data 

subject to establish his or her rights, and it can be said that even if the applicant does  

not know the language of another country in case of a cross-border situation, it is 

the task of the data protection authorities to arrange the communication between 

the authorities (According to Articles 60 and 61 of the GDPR, the authorities shall 

cooperate and shall provide each other with assistance).[7] If additional practice is 

attained in this regard, it is important to easily share it with the parties in joint 

projects. 

 Throughout the process, we must not forget directly applicable directives that also 

regulate specific issues, e.g., identifying applicable law and the interests of the 

consumer as a person when receiving services. The mapping and design on the 

whole project should consider the legal space as a whole, as the project should be 

compatible with the existing legal space. Necessary steps need to be undertaken at 
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the eHealth Network level to ensure this cross-alignment between other legal areas 

outside of healthcare. 

 

[1] Consolidated text: Council Directive 93/13/EEC of 5 April, 1993 on unfair terms in consumer 

contracts. Available from: https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX%3A01993L0013-20111212. [Date of access: 21 Sep 2021]  

[2] Judgment of the Court (Third Chamber) of 28 July 2016. 

Verein für Konsumenteninformation v Amazon EU Sàrl.C-191/15, Available from: https://eur-

lex.europa.eu/legal-content/EN/TXT/?qid=1631484696017&uri=CELEX%3A62015CJ0191. Date of 

access: 21 Sep 2021]. 

[3] Regulation (EC) No 593/2008 of the European Parliament and of the Council governs the rules of 

law applicable to contractual obligations (Rome I) 

[4] Regulation (EC) No 864/2007 of the European Parliament and of the Council the rules of law 

applicable to non-contractual obligations (Rome II). 

[5] GDRP, point (147). 

[6] Regulation (EU) No 1215/2012 of the European Parliament and of the Council of 12 December, 

2012 on the jurisdiction, recognition, and enforcement of judgments in civil and commercial matters 

(recast). Available from: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02012R1215-

20150226. Date of access: 21 Sep 2021]   

[7] K. Sein jt. Insight into the Legal Remedies of the Data Subject in the New General Data Protection 

Regulation, Juridica, Issue 2018/2, pp. 94-115. 

 

 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A01993L0013-20111212
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A01993L0013-20111212
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1631484696017&uri=CELEX%3A62015CJ0191
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1631484696017&uri=CELEX%3A62015CJ0191
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02012R1215-20150226
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02012R1215-20150226
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LC2 

Different legal bases for personal data exchange in healthcare (e.g., consent 

in country of treatment vs. other legal basis in country of affiliation). 

The GDPR allows for several legal bases for cross-border healthcare data exchange. 

Although this may present certain challenges now, this provides for a unique 

situation in which EU Member States can explore different legal scenarios for cross-

border data exchange.  

Several legal mechanisms and safeguards have been put in place in recent years that 

enable the EU Member States’ exchange of personal data while being compliant with 

the current EU regulations. 

 

Agreement between National Authorities 

In 2017 the eHealth Network adopted the Agreement between National Authorities or 

National Organisations responsible for National Contact Points for eHealth (NCPeHs) 

on the Criteria required for the participation in Cross Border eHealth Information 

Services [1], the primary contract between the Member States which defines the 

conditions under which the personal data shall be exchanged between NCPeHs.  

In this Agreement, some common basic rules are established that, together with 

current regulations, allow for a legal basis needed to exchange personal data 

between the EU Member States in the scope of the eHDSI, under the MyHealth@EU 

initiative by the European Commission. 

In this Agreement common basic rules are established that, together with current 

regulations, allows; 
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• for enforcing the rights established in Directive 2011/24/EU for patients. 

• enabling the exchange of clinical information for cross-border services (CBeHIS) 

• respecting the regulations on personal data protection. 

The Agreement was made based on current regulations: 

• Directive 2011/24/EU of The European Parliament and of The Council of 9 

March 2011 on the application of patients’ rights in cross-border healthcare. 

• GDPR- Regulation (EU) 2016/679 of the European Parliament and of the Council 

of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data and on the free movement of such data, and 

repealing Directive 95/46/EC. 

• National regulations on clinical information and data protection 

The Agreement between national authorities aims to provide a sustainable legal basis 

for the processing of health-related data for the purposes of cross-border healthcare, 

but flexible to adapt to technology and future services. 

 

eHealth Network 

The eHealth Network is set up by the Article 14 of Directive 2011/24 / EU [2] and is 

currently acting as the main political and strategic body for electronic health in the 

European Union, connecting the National Authorities responsible for the National 

Contact Points for eHealth (NCPeH).  

The eHN is mandated to establish a European Interoperability Framework for Cross-

Border eHealth Information Services (“Cross-Border eHealth Information Services” - 

CBeHIS) in order to achieve a high level of trust and security, improving continuity of 

care and ensuring access to safe and high-quality health care. 
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Directive 2011/24 / EU through CBeHIS  

The processing of personal health data for cross-border healthcare purposes in 

accordance with Directive 2011/24 / EU through CBeHIS is legal in compliance with 

the conditions established in Regulation 2016/679 / EU, in particular its Articles 6 and 

9 and the national legislation in accordance with said Regulation. 

Each Contracting Party shall ensure that the subsequent processing of personal health 

data by the same controller complies with the principles and conditions established in 

Regulation 2016/679 / EU, in particular Paragraph 1 of Article 5 lit. (b), in relation to 

Article 89, or Article 6, paragraph 4 thereof, and the national legislation in accordance 

with said Regulation. 

 

Article 6 GDPR 

Personal data processing must be legitimated on one of the legal bases set out in 

Article 6 GDPR as well as one of the legal bases set out in Article 9(2) GDPR which 

provides an exception to the general prohibition against processing sensitive data as 

set out in Article 9(1). 

Article 6 foresees six possible legal bases for the lawful processing of personal data. 

All data controllers must be able to point the legal base being used for any act of data 

processing.  

Processing shall be lawful only if and to the extent that at least one of the following 

applies: 

• 6(1)(a) The data subject has given consent to the processing of his or her personal 

data for one or more specific purposes; 
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• 6(1)((b) Processing is necessary for the performance of a contract to which the data 

subject is party or in order to take steps at the request of the data subject prior to 

entering into a contract; 

• 6(1)(c) Processing is necessary for compliance with a legal obligation to which the 

controller is subject; 

• 6(1)(d) Processing is necessary in order to protect the vital interests of the data 

subject or of another natural person; 

• 6(1)(e) Processing is necessary for the performance of a task carried out in the public 

interest or in the exercise of official authority vested in the controller; 

• 6(1)(f) Processing is necessary for the purposes of the legitimate interests pursued by 

the controller or by a third party, except where such interests are overridden by the 

interests or fundamental rights and freedoms of the data subject which require 

protection of personal data, in particular where the data subject is a child. When relying 

on this legal basis, an assessment of the necessity and the purpose of the processing 

operation as well as a balancing test between the interest of the data subject against 

those of the controller and third parties are required. 

In this regard, Article 9 of the GDPR states that the processing of sensitive data is 

prohibited, unless we are in some of the cases set out in Article 9.2 of the GDPR, 

which are as follows: 

(a) the data subject has given explicit consent to the processing of those personal data 

for one or more specified purposes, except where Union or Member State law provide 

that the prohibition referred to in paragraph 1 may not be lifted by the data subject;  

(b) processing is necessary for the purposes of carrying out the obligations and 

exercising specific rights of the controller or of the data subject in the field of 

employment and social security and social protection law in so far as it is authorised by 
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Union or Member State law or a collective agreement pursuant to Member State law 

providing for appropriate safeguards for the fundamental rights and the interests of the 

data subject;  

(c) processing is necessary to protect the vital interests of the data subject or of another 

natural person where the data subject is physically or legally incapable of giving 

consent;  

(d) processing is carried out in the course of its legitimate activities with appropriate 

safeguards by a foundation, association or any other not-for-profit body with a 

political, philosophical, religious or trade union aim and on condition that the 

processing relates solely to the members or to former members of the body or to 

persons who have regular contact with it in connection with its purposes and that the 

personal data are not disclosed outside that body without the consent of the data 

subjects; 

(e) processing relates to personal data which are manifestly made public by the data 

subject;  

(f) processing is necessary for the establishment, exercise or defence of legal claims or 

whenever courts are acting in their judicial capacity;  

(g) processing is necessary for reasons of substantial public interest, on the basis of 

Union or Member State law which shall be proportionate to the aim pursued, respect 

the essence of the right to data protection and provide for suitable and specific 

measures to safeguard the fundamental rights and the interests of the data subject;  

(h) processing is necessary for the purposes of preventive or occupational medicine, for 

the assessment of the working capacity of the employee, medical diagnosis, the 

provision of health or social care or treatment or the management of health or social 

care systems and services on the basis of Union or Member State law or pursuant to 
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contract with a health professional and subject to the conditions and safeguards 

referred to in paragraph 3;  

(i) processing is necessary for reasons of public interest in the area of public health, 

such as protecting against serious cross-border threats to health or ensuring high 

standards of quality and safety of health care and of medicinal products or medical 

devices, on the basis of Union or Member State law which provides for suitable and 

specific measures to safeguard the rights and freedoms of the data subject, in 

particular professional secrecy; 

(j) processing is necessary for archiving purposes in the public interest, scientific or 

historical research purposes or statistical purposes in accordance with Article 89(1) 

based on Union or Member State law which shall be proportionate to the aim pursued, 

respect the essence of the right to data protection and provide for suitable and specific 

measures to safeguard the fundamental rights and the interests of the data subject. 

 

In this sense, the processing of personal data concerning health will only be lawful if, 

at a minimum, it has a legal basis established in article 6 of GDPR in conjunction with 

one of the Article 9 of the GDPR. 

Regarding the differences in legal bases for personal data exchange in healthcare 

(e.g., consent in country of treatment vs. other legal basis in country of affiliation), 

each of the EU Member States should follow the current regulation and work 

towards legal mechanism that bridge this gap. 

Participating Member States shall bear in mind the conformance with national 

regulation, as the eventual contradictions would result in suspension of the 

Agreement (Clause III 1.2.2, (1) (a). 
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[1] Agreement between National Authorities or National Organisations responsible for National 

Contact Points for eHealth (NCPeHs) on the Criteria required for the participation in Cross Border 

eHealth Information Services, Available from: 

https://ec.europa.eu/health/sites/default/files/ehealth/docs/ev_20170509_co06_en.pdf. [Date of 

access: 20 Sep 2021] 

[2] Directive 2011/24/EU of The European Parliament and of The Council of 9 March 2011 on the 

application of patients’ rights in cross-border healthcare. Available from: https://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:088:0045:0065:en:PDF [Date of access: 

27.09.2021] 

 

 

LC3 

Lack of clarity regarding the Member States’ roles in data protection with 

regards to the GDPR. 

Cross-border data exchange presents new opportunities to further define data 

protection requirements of Member States and apply them in healthcare. The 

generalisation of these rules and requirements may hopefully be carried over to 

other sectors within the EU. 

Although there is still some ambiguity regarding the appropriate roles of different 

parties participating in the cross-border healthcare data exchange in light of the 

GDPR and applicable WP29/EDPB & EDPS guidelines, much effort has been invested 

into clarifying all relevant aspects of data controllership within the current scope of 

eHDSI by the eHMSEG Legal Work Group, as well as its predecessor – the eHMSG 

Legal Task Force.  

https://ec.europa.eu/health/sites/default/files/ehealth/docs/ev_20170509_co06_en.pdf
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:088:0045:0065:en:PDF
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:088:0045:0065:en:PDF
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In their Joint Opinion 1/2019 on the processing of patients’ data and the role of the 

European Commission within the eHealth Digital Service Infrastructure (eHDSI), the 

EDPB/EDPS [1] reminded that, “the definition of ‘processing’ both in the GDPR and 

Regulation 2018/1725 means ‘any operation or set of operations which are 

performed on personal data or on sets of personal data, whether or not by 

automated means such as collection, recording, organisation, structuring, storage, 

adaptation, or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination, or otherwise making available, alignment, or combination, restriction, 

erasure, or destruction of data.” Furthermore;  

“... the eHDSI system enables the exchange of electronic health data of European 

patients in particular, e-prescriptions and summaries of patient medical record, 

between national contact points using a secure private network (hereinafter TESTA), 

set up by the Commission...”. 

Additionally, that: 

“Therefore, if personal data are being made available through a private network, it 

means that these are being processed independently of the fact that the Commission 

may or may not have access to it or of adequate safeguards implemented for its 

transmission (such as a secured and encrypted connection).”  

Regarding the European Commission’s role in data processing in the scope of the 

eHDSI, the EDPB/EDPS stated that: 

“... even though the (European) Commission is involved in some of the procedures 

regarding the development of technical and organisational solutions, as well as 

systems’ security elements, it does not have decision-making power in terms of 

defining the purpose or essential means related to this processing operation. Thus, 

as the EDPS also states in its informal comments from December 2018,30, given the 

legal framework related to the definition of the purposes and means of the 
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infrastructure, and the strict limitations of the Commission’s tasks to ensure the 

security of the core services of the eHDSI, the EDPB and the EDPS consider that in 

this specific situation and for the concrete operation of the processing of patients’ 

data within the eHDSI, there is no reason to dissent from the Commission’s 

assessment.” (i.e., That the European Commission is the data processor and not the 

data controller in the context of eHDSI).  

However, that decision remains confusing because, in its second point of reply, 

EDPB/EDPS express the following standpoint: The eHDSI core services are provided 

by the Commission and include the Configuration Services (hereinafter CS) and 

Central Terminology Server (hereinafter CTS). The CS is used by each National 

Contact Point eHealth (hereinafter NCPeH) gateway to publish and store technical 

details and configuration information. As a specification, no personal data are stored, 

transmitted, or processed through it. The CTS is used to store health code systems 

and Members States’ translation of medical terms. Semantic experts appointed by 

the Member States’ authorities have access to the CTS upon request to the 

Commission, however, they have no access to patients’ personal data.” [2]  

The same clause also states that Member States can acquire access to the named 

server and gateway only by applying for a special permit from the Commission. It 

should be noted that there is no dispute whether the processing of the data of the 

contact persons of the institutions is considered data processing according to GDPR 

(i.e., persons who have technical access to implement IT-components, to join the 

network etc). The opinion states that the management of access rights by persons 

from Member States has a completely separate aim of processing, but there is no 

answer as to who is responsible for that process.  

At the same time, the Implementing Decision 2019/1765 states that Processing of 

personal data for the purpose of managing and ensuring the security of core services 

of the eHealth Digital Service Infrastructure for Cross-Border eHealth Information 
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Services done under the responsibility of the Commission, should comply with 

Regulation (EU) 2018/1725. “ [3]. 

In order to ensure equal access rights on the basis of the General Data Protection 

Regulation and Regulation (EU) 2018/1725, the Commission should be regarded as 

the controller of personal data relating to the management of access rights to the 

eHealth Digital Service Infrastructure for Cross-Border eHealth Information Services’ 

core services.“[4] In addition, the Implementing Decision states that the main service 

has been created by the Commission for cross-border health care services (through a 

core service platform developed by the Commission for the purpose of cross-border 

healthcare“.[5] It is not yet clear whether the Commission is regarded as a separate 

institution with competences and obligations who must offer a secure data exchange 

channel for the Member States, as can be seen from some parts of the Decision, or 

should the Commission be considered as a person having authorised competence in 

the e-network established by Member States, as can also be derived from the 

Implementing Decision. Or, whether the Commission is regarded as having joint 

controllership. 

For example, due to Article 4(1)(a), the Commission can also be given only a 

supporting role so that it cannot be the controller of access management for the 

same platform. In pursuing the objective referred to in Article 14(2)(a) of Directive 

2011/24/EU, the eHealth Network may facilitate greater interoperability of national 

information and communications technology systems and cross-border 

transferability of electronic health data in cross-border healthcare. In such cases, if 

the platform only serves the interests of the e-network, the Member States have also 

authorised the Commission to manage access controls and it does not then have the 

role of controller.  

Ambiguity is added by Article 5 (7) and (8) of the Implementing Decision which deals 

with the joint work of the Network and the Commission.[6] As definitions state, 
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controller' means the body which, alone or jointly with others, determines. Could it 

be decided not to use the gateway provided by the Commission, and is it jointly 

decided or determined by an implementing decision that decides that certain 

measures should be used.  

On the other hand, looking at the Article 5(7)(iii), “The eHealth Network shall agree 

whether Members of the eHealth Network should be allowed to start and continue 

exchanging electronic health data through the eHealth Digital Service Infrastructure 

for Cross-Border eHealth Information Services via their National Contact Points for 

eHealth. This is based on their compliance with the requirements established by the 

eHealth Network as evaluated in tests provided and audits carried out by the 

Commission”. Thus, it is up to the eHealth Network to decide who to allow and not. 

Furthermore, the Commission is also the authorised processor for access 

management, i.e., it actually performs the tasks on behalf of the network (to manage 

the exchange of data with each other). The Commission is thus empowered to only 

carry out tests and audits to verify the ability of subscribers.[7] But, if we look at the 

Agreement (Clause II.1.2) [8] or implementing decision, then this is then contrary to 

some of its stated provisions (see the core service clauses).  

Due to the interpretations of several legal acts and the information that has changed 

during the process, certain confusion has arisen concerning the roles of different 

parties. e.g., the initial opinions of EDPS differed from what was later written into the 

Implementing Decision. Both, however, support the common understanding that 

Commission should be regarded as an authorised processor.  

  

EDPS has concluded that:[9]  

“... where the Commission acts in the interests of the Member States, also carrying 

out audits and verifying the compliance of subscribers, it has the role of an 
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authorised processor (.. take note that point 4(g) of the Annex to the draft 

implementing decision providing the Commission “make available to the controller 

all information necessary to demonstrate compliance with the obligations laid down 

in this Annex, and allow for and contribute to audits, including inspections conducted 

by the controller or another auditor mandated by the controller (...)”, is in line with 

the processor’s duties and obligations under Article 29 of Regulation 2018/1725.)  

… where the Commission only assists Member States with technical means, it also 

has the role of an authorised processor (It follows that the platform through which 

patients’ data are exchanged is essentially a means of communication between 

Member States NCPs’ databases. Given the legal framework related to the definition 

of the purposes and means of the infrastructure and given the strict limitations of the 

Commission’s tasks to ensure the security of the core services of the eHDSI, the EDPS 

is of the opinion that the Commission be considered a processor acting on behalf of 

the NCPs for eHealth when carrying out the processing of patients’ data.). “ 

 

EDPS summarised that “As a result, in order to ensure a consistent allocation of tasks 

to the Commission in its role as processor in charge of ensuring the security of the 

core services of the eHDSI, the EDPS suggests deleting points 4(a) and 4(f) of the 

Annex to the proposal.” At the same time, implementing decisions and international 

agreements state otherwise.  

 

Finally, the EDPB/EDPS reminded the European Commission to: 

"… make sure that all its duties, as specified in the applicable data protection 

legislation as a processor of this processing operation be set in the draft 

Implementing Act.” However, there remains some ambiguity regarding the legal 

basis for this processing activity as the European Commission is not a signatory of 
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the Agreement, nor does it have any separate contracts with the EU Member States 

that would define its role as data processor.  

However, this does not prevent Member States from creating this clarity in the 

future. This could be done in the following way: 

Through a legal working group involving national lawyers and data protection 

professionals.  

This legal working group should be able to communicate directly with the Data 

Protection Board, including, for example, the various schemes and their supporting 

reasons, following which a joint decision will be reached in cooperation.  

The more differences that can be managed together, the more transparent data 

processing and the creation of legal clarity there is. In the final stage, we all aim for 

one goal - to achieve the best interoperability in the European Union and to ensure 

the application of uniform data protection rules. Of course, a good and convenient 

process (including convenient, fast, and secure communication channels) should be 

considered to increase the efficiency of cooperation. Its importance should not only 

be assessed for the interpretation of bottlenecks, but its benefits can also be seen in 

the completion of various future work platforms. 

Also, depending on who is responsible for the managing of the platform and who 

has been authorised to do so, the actual tasks can be defined (e.g. notification of 

infringements, where does the processor notify the controller and where does the 

controller notify the supervisory authority; the topics on which case and which 

national data protection authority to notify should also be discussed, as, the main 

roles of joint controllership should be clear, e.g., who and when should inform other 

persons or a supervisory authority).[10]  
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[1] EDPB-EDPS Joint Opinion 1/2019 on the processing of patients’ data and the role of the European 

Commission within the eHealth Digital Service Infrastructure (eHDSI), Accessed on 25 Aug 2021, 

Available from: https://edpb.europa.eu/our-work-tools/our-documents/edpbedps-joint-

opinion/edpb-edps-joint-opinion-12019-processing_en. Date of access: 21 Sep 2021]  

[2] EDPB-EDPS Joint Opinion 1/2019; 3. ii, point 11. 

[3] Commission Implementing Decision 2019/1765 of 22 October, 2019 providing the rules for the 

establishment, management, and functioning of the network of national authorities responsible for 

eHealth, and repealing Implementing Decision 2011/890/EU (notified under document C(2019) 7460), 

p 19. Available from: https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX:32019D1765&qid=1631458551924. Date of access: 21 Sep 2021]  

[4] Commission Implementing Decision 2019/1765, p 21.  

[5] Commission Implementing Decision 2019/1765, art 2(1)(c). 

[6] Commission Implementing Decision 2019/1765, art 5(7)(iii) and (8): ”The eHealth Network shall 

elaborate, together with the Commission… (point 7) and… The eHealth Network may elaborate, 

together with the Commission… (point 8). It is possible that all of them are joint controllers in some 

way (at least particularly in the choice of technical tools).” 

[7] Commission Implementing Decision 2019/1765, art 5(7)(iii). 

[8] The Contracting Parties do not assume any liability for Core Services as described in the 

documents that are referred to in the Annex. 

[9] EDPS informal comments on the Commission draft implementing decision repealing Commission 

Implementing Decision 2011/890/EU providing the rules for the establishment, management, and 

functioning of the network of national responsible authorities on eHealth.” 

[10] Also see WP 29, Guidelines for identifying a controller or processor’s lead supervisory authority, 

adopted on 13 December, 2016. As last revised and adopted on 5 April, 2017. 

 

 

https://edpb.europa.eu/our-work-tools/our-documents/edpbedps-joint-opinion/edpb-edps-joint-opinion-12019-processing_en
https://edpb.europa.eu/our-work-tools/our-documents/edpbedps-joint-opinion/edpb-edps-joint-opinion-12019-processing_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32019D1765&qid=1631458551924
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32019D1765&qid=1631458551924
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LC4 

Lack of clarity regarding the meaning of “personal data” in the light of the 

GDPR. 

Cross-border data exchange presents new opportunities for a better understanding of 

what “personal data” means or rather, what can be considered as “personal data” - 

especially in the scope of cross-border healthcare services, and thus broadening our 

definitions of data which is an important effort in the era of digitisation. 

In case of ambiguities regarding the definition of “personal data” under the scope of 

the GDPR, the EU Member States are advised to further explore the implications of the 

possible meanings that personal data might assume under European regulations and 

national laws. The expert groups dealing with legal topics on the EU level (e.g., the 

eHMSEG Legal Work Group) should advance this topic and provide guidance to EU 

Member States regarding the likely uses of personal data in cross-border data 

exchange. Furthermore, explanations and definitions of personal data in their specific 

uses should be agreed-upon and made publicly available to all Member States. In case 

of any ambiguities, relevant bodies should be contacted to provide guidance, such as 

the EDPB and the national DPAs. 

The principles of data protection should, therefore, not apply to anonymous 

information. Namely, information that does not relate to an identified or identifiable 

natural person or to personal data rendered anonymous in such a manner that the 

data subject is not or no longer identifiable. This regulation does not, therefore, 

concern the processing of such anonymous information including for statistical or 

research purposes [1].  

It does not mean – in line with the above – that anonymous data would be only data 

where the ‘key’ is deleted permanently. 
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For example, in case of the following situation: 

The system is designed such that not even a single bit of the data flow containing 

personal data passes through the servers managed by the Commission. The 

Commission's servers provide information on where in the secure Testa network, the 

National Contact Point (NCP) servers provide their services. Even if the Commission 

had the keys to the service server certificates at the contact points of the Member 

States, there would be no data flow (or the content of the information to be 

transmitted) that they could “break open” [2].  

Data entering the TESTA network are encrypted by the OpenNCP and the private 

keys will only be available to Member States' contact points. 

Personal data will not be sent to the Commission’s server by the time of translation. 

The translation is done based on a copy of the local classifier, for example in the case 

of Estonia, the OpenNCP server is installed in the IT unit of the national authority. The 

Commission manages a central terminology server where translations of its own 

classifier can be managed. Since classifiers do not contain personal data, there is no 

processing of personal data. Once the classifier is updated on the central 

terminology server, the local copy of OpenNCP should simply be updated. 

Optionally, you can keep your own terminology server and manage classifier 

translations there. 

For both, the EDPB/EDPS has made a joint decision that no personal data is being 

processed in these IT-tools, as only the set-up of standards, translations for terms 

etc. shall be done: The eHDSI core services are provided by the Commission and 

include the Configuration Services (CS) and Central Terminology Server (CTS). The CS 

is used by each National Contact Point eHealth (NCPeH) gateway to publish and 

store technical details and configuration information. As a specification, no personal 

data are stored, transmitted, or processed through it. The CTS is used to store health 

code systems and the Members States’ translation of medical terms. Semantic 



   
 

49 

 

experts appointed by the Member States’ authorities have access to the CTS upon 

request to the Commission; however, they have no access to patients’ personal data.” 

[3]  

The principles of data protection should therefore not apply to anonymous 

information, namely, information that does not relate to an identified or identifiable 

natural person or to personal data rendered anonymous in such a manner that the 

data subject is not or no longer identifiable. This regulation does not, therefore, 

concern the processing of such anonymous information including for statistical or 

research purposes.[6] It does not mean – in line with the above – that anonymous 

data would be only data where the ‘key’ is deleted permanently.  

To ascertain whether means are reasonably likely to be used to identify the natural 

person, all objective factors should be considered such as the costs and amount of 

time required for identification, available technology at the time of the processing, 

and technological developments. [4]  

Thus, pseudonymous and confidential information can be considered as non-

personalised data for that black box processor because given the assessments made, 

they are not able to easily open the data.  

 So, if the agreement stipulates that the person who just holds technical streams for 

data flow may not see the substantive personal data contained in the data stream, 

i.e., the health data of a specific person (this does not include metadata about who 

sent it and to whom), then this data must be encrypted in a way that, in essence, the 

data transmitted are not visible to that party (so that the data flow manager cannot 

see it). Otherwise, the data sender would be in breach of contract - he must ensure 

that the data was encrypted and could not be read in the meantime by a person 

without a key. It is not simply a matter of creating clarity as may appear superficially. 

Any interpretation has a very important legal consequence.  
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If personal data may not be disclosed by the holder of the data flow, a specific 

encryption measure has been applied and that data is non-personal data for that 

party. Thus, if encryption is a commonly known technique used to protect the 

confidentiality of the transmitted information and the process of encoding the 

information where personal data are included such that only authorised parties may 

access it, it would be contradictory to say that personal data was processed. This 

means that with interpretations alone, it is not possible to get around the problem.   

This discussion cannot be underestimated, as it is technology that can increase the 

risk of invasion of privacy (processing of big data and the increasing ability to find 

connections), but technology also allows to mitigate these risks (access restrictions 

and controls, etc.).  

The active introduction of such measures should be facilitated by the so-called 

"default and integrated" data protection, both as an explicit obligation of the General 

Data Protection Regulation (Article 25) and as consequences derived from the 

general principles of data protection (Article 5). Namely, the output of the mentioned 

default and integrated data protection could be the new technologies – such as new 

privacy technologies that allow us to ensure that data processing takes place, but 

rather as the processing of anonymous data, which is not subject to personal data 

protection principles [5].  

One possible example of the processing of anonymous data is a technological 

solution, where the processing of data is organised in such a way that it is impossible 

for processing parties to return the data to personalised form, nor does any party 

know what data was entered by whom, and it cannot be derived from the answers 

received as a result of processing. It is a technology that allows different parties to 

connect sensitive data sets without having to trust a third party to reconcile the data 

[6].   
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Of course, this outlook also requires a common understanding between countries, 

and both technicians and lawyers must co-operate here. At the same time, it would 

be inappropriate not to implement the technologies that have been created to 

reduce the invasion of privacy. Without paying appropriate attention to this factor, 

the private sector may lose interest in developing privacy technologies. Industry 

standards already offer a variety of guidelines and specifications (e.g., ISO 27799, 

prEN 17529, ISO 25237, ISO/IEC 20889, ISO/IEC 62304, etc.). 

 

[1] From mailing: There is no personal data stored, transmitted, or processed through the 

Configuration Server but this is only a means of technical operations for classification and encoding. 

There are no personal data stored, transmitted, or processed through the Central Terminology Server 

as such, but this is only a means of technical operations except within the part of User Creation and 

Account Management. The TESTAng solution is established under the responsibility of DIGIT 

(European Commission). The TESTAng is only a technical means for transmission and the data are not 

processed or stored. 

[2] EDPB-EDPS Joint Opinion 1/2019;  3. ii, point 11. 

[3] GDPR point (26). 

[4] GDPR point (26). 

[5] GDPR pp. 26. 

 [6] Nele N. Ja K. Niisas, Tehnoloogilised uuendused ja isikuandmete kaitse. Riigikogu Toimetised 

42/2020. Available from: https://rito.riigikogu.ee/wordpress/wp-

content/uploads/2020/12/NisuNiidas.pdf.  Date of access: 21 Sep 2021] 

 

https://rito.riigikogu.ee/wordpress/wp-content/uploads/2020/12/NisuNiidas.pdf
https://rito.riigikogu.ee/wordpress/wp-content/uploads/2020/12/NisuNiidas.pdf
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LC5 

The implementation of technical processes in the cross-border exchange of 

data that create gaps in our understanding of personal data processing. 

New technologies offer a wide range of possibilities for personal data exchange but 

also present a clear danger because of the many “unknowns” which are attached to 

any new technical principle.  

However, new technologies may be leveraged to ensure better data protection, as 

proposed in this document.  

Within the cross-border healthcare exchange context, we are in a unique position to 

explore these opportunities in order to improve healthcare outcomes. 

When looking into the legal and ethical issues related to disruptive technology, it is 

worth considering innovative source of data processing, such as the ones used in 

Artificial Intelligence (AI) and its sub-branches, including Machine Learning, Deep 

Learning, or Neural Networks, which are all in their early stages of practical adoption 

and may still be considered as lacking maturity.  

 These computational processes depend on large amounts of data. To manage these 

processes, big data can be used, because it manages high-volume, high-velocity 

and/or high-variety information assets that demand cost-effective, innovative forms 

of information processing that enable enhanced insight, decision making, and 

process automation. In this case, big data will be used to find patterns and make 

predictions about its users which can lead to yet unforeseen legal and ethical issues.  

Personal data should be protected and processed in a fair manner for specific 

purposes and should not be kept longer than necessary. The collection and analysis 

of huge amounts of data can be useful in many cases. Hence, companies should 
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incorporate security, privacy and technical measures in their internal processes and 

services right from the start, to guarantee data subjects their rights. 

Big data aims at collecting as much data as possible to analyse and make decisions 

based on that data. The GDPR, on the other hand, states that only the minimal 

amount should be used for clear purposes. These protecting principles apply to the 

processing of personal data and are regulated in Article 5 of the GDPR. One such 

principle states that the processing must be lawful, fair and conducted in a 

transparent manner in relation to the data subject, i.e., the person whose data is 

used, Article (5)(a) GDPR. 

This means that organisations must evaluate whether a given use of personal data is 

within the reasonable expectation of the data subject concerned  is often in 

contradiction with big data practice. The purpose of the collection should be 

explained to the data subject through a clear privacy notice that is concise, written in 

plain language and easily accessible. 

According to Article 5(1)(e), personal data should not be stored longer than 

necessary. Organisations should therefore set retention periods and implement 

automatic erasure of the data after the period expires. 

Similarly, block-chain technology promises data anonymity and relative security, 

however the organisations implementing such technologies need to be clear about 

the possible legal ramifications, as well as attached risks that block-chain presents 

due to its novelty, decentralised nature and practical restrictions to implement 

related to storage capacity, traceability, complexity, and other yet unknown 

vulnerabilities.  

An additional, non-technical obstacle could be the perception of the block-chain 

technology among the general public: being such a technology often linked to non-
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healthcare applications (cryptocurrencies, above all), there could be a lack of trust 

which may hinder its adoption. 

Technical procedures and processes are a two-edged sword in that they promise 

better ways of securing sensitive data but are also likely to create gaps in our 

understanding of personal data processing due to the black-box effect that many of 

these technologies implicitly have. Coupled with the fast pace of technological 

development, especially in the electronic and digital communication areas, this may 

lead to several risks related to personal data exchange in a cross-border 

environment. 

The EU Member States are advised to take agency in establishing technological 

baselines against which data sharing is measured, as well as implementing technical, 

organisational and legal safeguards to prevent or significantly reduce any known 

risks to personal data.  

The EU Member States should work closely with their national DPAs and supra-

national bodies on the EU level (e.g., EDPB, EDPS), as well as the relevant expert 

groups (e.g., eHMSEG) to identify technological gaps in understanding personal data 

and providing measures for mitigating data protection risks. 

Moreover, these safeguards should be carefully monitored and evaluated over time, 

of course, as with any technology, especially regarding access control. After all, we do 

not stop exchanging data because we are afraid of risks. In cross-border projects, as 

everywhere else, we must constantly assess and update the needed technical 

requirements, however, this is not in itself a reason to classify any processed data as 

personal data. 

It is advisable that a common approach to data protection impact assessments is 

implemented on the EU-level and that Member States adopt a Privacy-by-Design 

strategy to all personal data exchanges in order to distinguish personal data from 
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other types of data and to introduce the appropriate measures to safeguard such 

data. 

 

LC6 

Lack of clarity regarding the identification means of data subjects within the 

current infrastructure and the rights of data subjects. 

The infrastructure that is currently being put in place for the cross-border healthcare 

data exchange provides a solid ground for establishing different means for the 

patients’ (data subjects’) identification in a secure setting.  

This however must be further explored in order to protect the rights of data subjects 

and – at the same time – ensure healthcare treatment in a cross-border setting. 

The cross-border sharing of data paves the way for great opportunities yet poses 

some challenges from a privacy-preserving standpoint and the healthcare domain is 

not the only field where potential barriers and questions arise on this matter. For 

example, an increase in international restrictions on cross-border data transfers amid 

ongoing cloud adoption leaves stakeholders hesitant and confused about their 

infrastructure and cloud strategy.  

One good example of a successful national cloud scenario implementation within the 

public administration domain is the Estonian Government Cloud [1],  

Focusing our discussion on a cross-border healthcare scenario, the typical use case is 

the one where a citizen (patient) from Country A is having a medical encounter in 

Country B, and a healthcare professional needs to identify such a patient in a secure 

way.  
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This can be done with different means: through paper-based documents, eID, etc. - 

which have specific pros and cons. E.g., an “offline” identification via paper-based ID 

may lead to typos; on the other hand, a full online identification via electronic ID may 

pose challenges from a technological standpoint, i.e., should some eID need 

smartcard readers in Country B to be accessed, or gaps in digital literacy might 

hinder a proper identification procedure. Some of the rights of the data subject are 

the following:  

1) the right to give proper access to a specific healthcare professional in accessing 

her/his medical data;  

2) the right to be correctly and uniquely identified;  

3) the right to access to healthcare treatment abroad in Europe.  

Albeit all of those might be pursued via a paper-based or an eID-based 

identification, one may argue that an electronic-based procedure should be 

considered more secure and reliable - yet it could be not available for all patients, 

e.g., if Country A has not notified an eIDAS scheme recognised across the EU.  

An additional obstacle could be the absence of the “patient identifier” in the 

authentication token released by some Country A’s.  In such a case, the healthcare 

system in Country B would need to discover the “patient identifier” starting from the 

“person identifier” (which must be present in each cross-border authentication 

token).  

As already explained in D4.1.1, to date, very few MSs have notified eID schemes in 

which the "patient identifier" is included, e.g., Italy, and just for one notified scheme 

(electronic identity card). The majority of the MSs instead have preferred to include a 

"person identifier" not strictly related to the eHealth domain. 
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This additional operation must be supported by both parties (Country B and Country 

A) and must not imply any additional effort by the patient side, nor additional patient 

data handling or storage.  

In this regard, the Proposal for amending the Regulation (EU) No 910/2014 in regard 

to establishing a framework for a European Digital Identity, published in early June 

2021 [2], paves the way for the availability of the “Patient Identifier” in a cross-border 

scenario, along with the availability of a “Secure Identity Wallet” (see also the 

proposed European identity wallet [3]) released by each Country and usable across 

different domains, healthcare among the others - yet such a proposal will certainly 

need some time to be approved and implemented. 

In the meantime, the EU Member States are advised to analyse the existing options 

for introducing electronic means of patient identification and start implementing 

them in cross-border data exchanges. 

 

[1] Estonian Government Cloud. Available from: https://riigipilv.ee/en. [Date of access: 20 Sep 2021] 

[2] European Commission.  Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF 

THE COUNCIL amending Regulation (EU) No 910/2014 as regards establishing a framework for a 

European Digital Identity. Available from: https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX%3A52021PC0281. [Date of access: 20 Sep 2021] 

[3] European Commission. Commission proposes a trusted and secure Digital Identity for all 

Europeans. Available from: https://ec.europa.eu/commission/presscorner/detail/en/ip_21_2663. [Date 

of access: 20 Sep 2021] 

 

 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0281
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0281
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_2663


   
 

58 

 

LC7 

Lack of clarity in the separation of Member States' and the European 

Commission's respective roles in cross-board data processing. 

Although there is still some ambiguity regarding the appropriate roles of different 

parties participating in the cross-border healthcare data exchange in the light of the 

GDPR and applicable WP29/EDPB & EDPS guidelines, much effort has been invested 

into clarifying all relevant aspects of data controllership within the current scope of 

eHDSI. There are still some ongoing debates, but many obstacles have been cleared 

and at least some of the roles have been identified and defined. 

Today, countries hold different positions on how to distribute the roles of controller, 

joint controllership and authorised processor in cross-border data exchange projects. 

What complicates things further is that different countries see details and processes 

differently, because national judicial areas differ by countries (different use of privacy 

technologies, use of decentralised system or not, etc.). For example, no guidelines 

(including those of EDPB) bring out detailed processes that involve data media.  

In addition to being processed by a controller and an authorised processor, 

information may also be processed so that no-one is an authorised processor as 

regards to another person (the world is not based on two factors, it is possible to ask 

for data and forward data between two different controllers on legal grounds so that 

no-one becomes an authorised processor as regards to another – no-one has the 

competence to do something for another person).  

Therefore, the (future) possibility that countries agree on the same goals but on 

different grounds regarding the dataset/national system cannot be precluded. Data 

shall be exchanged between countries via the internet, without having joint 

controllership with regard to each other.  
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This means that every dataset/national system shall organise processing data based 

on their goals, where data could be transmitted to a foreign country in order to 

provide health-care services (one goal in a set of other goals). For this, countries 

should aim at establishing a data exchange process based on a unified standard, 

which, however, does not have to be organised by using a centralised solution. 

Naturally, a channel for data exchange should be established that enables the 

sharing of data via the internet. A free exchange platform can also be used – e.g., 

Estonia and Finland are exchanging data via X-road, a solution created in Estonia [1].  

Another important aspect in distributing roles is the way personalised and 

anonymous data is perceived. Even when using a cross-border data exchange 

platform (the eHealth Network), various discussions arise. European Data Protection 

Supervisor (EDPS) has issued guidelines [2], that should explain the concepts of 

controller, joint controllership and processor, but unfortunately, they are not detailed 

enough to define the concepts unambiguously in complex digital solutions. It is 

obviously not possible to go into the details of each specific project in the general 

guidelines, so it should be considered in the future how Member States can consult 

the EPDB or, for example, the EPDS more effectively and directly in joint projects and 

large-scale data processing situations.  

As regards the joint platforms of Member States, a more clear-cut process could be 

established, through which consensus could be reached on the details of data 

exchange components. The content descriptions of data protection roles should be 

established at the beginning of the project. Apparently  the common platform for all 

countries  proves to be a good lesson and an example for further similar projects. 

This means that if the layers of different services have been clearly separated by 

rights and obligations, the division of roles shall also be clarified.  

Technical and legal aspects are equally important, so that clear roles would be drawn 

out in the context of data protection issues (i.e., that acquiring or having a certain 
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role depends on the norm by which someone is given the role). In other words, to 

illustrate the above – if countries even misunderstand where the component of a 

common platform ends and national data processing begins, the disagreement is 

understandable. What adds more complexity is the concept of personal data itself, 

which is too vague and inconspicuous, depending each time on a certain situation 

and implemented privacy technologies. Especially in case and in a forward-looking 

situation, where IT-tools offer opportunities to transmit data in a way where it is 

impossible to see the content of the data (see also GDPR Art 34 (3)(a))): „the 

controller has implemented appropriate technical...protection measures…in 

particular, those that render personal data unintelligible to any person who is not 

authorised to access it, such as encryption.” 

However, there are certain decision-making areas that need better legal clarity in the 

future. It is from the clarity of the division of roles that several further steps begin - 

for example, the processing of personal data depends on whether an impact 

assessment had to be performed at all, and whether/who is an authorised processor, 

etc. It is agreed in the project that every country shall draw up an independent 

impact assessment of data protection, which is definitely a right approach, as 

countries have individual data processing principles in use. The data exchanged in 

the course of a cross-border project is gathered from different databases by different 

countries, some countries have centralised databases for all health data, other 

countries have built up their system so that data is gathered straight from the 

database of a health care service provider. Therefore, it is not possible to draft a 

unified data protection impact assessment.  

However, since the central IT-solution used is common to all, it would have been 

sensible to prepare a separate data protection impact assessment for central data 

processing, which could have provided common grounds to the whole project. This 

could have brought clarity to which data is processed centrally, who has access to 

personal data and who processes anonymous data and whether and to which 
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processes the privacy by design principle (GDRP Art. 25) is implemented, taking into 

account the explanations brought out in clause 26 of GDPR in the preamble (when 

and to which party the data is identifiable in the process of data processing).  

Today, there is no common template for performing an impact assessment of data 

processing. First, the questions of whether and which data is being processed jointly 

and by whom should be answered, because without answering these questions, it is 

impossible to perform a one-size-fits-all impact assessment, as it is directly linked to 

common understandings of what is happening in the systems. Secondly, as the 

impact assessment of data protection must be done before a new technological 

solution is implemented (GDPR Art. 35), it cannot be done ex-post. What can be 

done, however, is a map or guidelines for the roles taken in the process; who has 

which role and how it is connected to data processing. Within the guidelines, existing 

ambiguities regarding data processing could also be removed. It is important to 

define the roles according to how the processing actually takes place. 

In their Joint Opinion 1/2019 on the processing of patients’ data and the role of the 

European Commission within the eHealth Digital Service Infrastructure (eHDSI), the 

EDPB/EDPS [4] reminded that “the definition of ‘processing’ both in the GDPR and 

Regulation 2018/1725 means ‘any operation or set of operations which is performed 

on personal data or on sets of personal data, whether or not by automated means, 

such as collection, recording, organisation, structuring, storage, adaptation or 

alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 

otherwise making available, alignment or combination, restriction, erasure or 

destruction’ of data”, stating that  

“... the eHDSI system enables the exchange of electronic health data of European 

patients, in particular e-prescriptions and summaries of patient medical records, 

between national contact points, using a secure private network (hereinafter TESTA), 

set up by the Commission...”, and that 
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“Therefore, if personal data are being made available through a private network, it 

results that these are being processed, independently of the fact that the Commission 

may or may not have access to it, or of adequate safeguards implemented for its 

transmission (such as a secured and encrypted connection).” 

Regarding the European Commission’s role in data processing, in the scope of the 

eHDSI, the EDPB/EDPS stated that: 

“... even though the (European) Commission is involved in some of the procedures 

regarding the development of technical and organisational solutions, as well as the 

systems’ security elements, it does not have decision-making power in terms of defining 

the purpose or the essential means related to this processing operation. Thus, as the 

EDPS also states in its informal comments from December 2018,30 given the legal 

framework related to the definition of the purposes and means of the infrastructure, 

and the strict limitations of the Commission’s tasks to ensure the security of the core 

services of the eHDSI, the EDPB and the EDPS consider that, in this specific situation 

and for the concrete operation of the processing of patients’ data within the eHDSI, 

there is no reason to dissent from the Commission’s assessment” (I.e., that the 

European Commission is the data processor and not the data controller in the 

context of eHDSI). 

Finally, the EDPB/EDPS reminded the European Commission to: 

"… make sure that all its duties, as specified in the applicable data protection 

legislation, as a processor of this processing operation, be set in the draft Implementing 

Act.” 

There however remains some ambiguity regarding the legal basis for this processing 

activity as the European Commission is not a signatory of the Agreement, nor does it 

have any separate contracts with the EU Member States that would define its role as 

data processor. 
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In regard to the EU Member States’ roles in data processing, currently all the 

countries participating in the cross-border data exchange under the scope of the 

eHDSI, are assumed to be individual and separate data controllers.  

Although this assumption was contested by the Commission Implementing Decision 

2019/1765 of 22 October 2019 providing the rules for the establishment, the 

management and the functioning of the network of national authorities responsible 

for eHealth, and repealing Implementing Decision 2011/890/EU (notified under 

document C(2019) 7460) [5], hereinafter referred to as the “Implementing Decision”. 

In the Recital (20), the said Implementing Decision states that “The Member States, 

represented by the relevant National Authorities or other designated bodies, determine 

together the purpose and means of processing of personal data through the eHealth 

Digital Service Infrastructure for Cross-Border eHealth Information Services and are 

therefore controllers. The respective responsibilities between controllers should be 

defined in a separate arrangement”.  

This statement may have inadvertently suggested that some other form of data 

controllership is applicable for Member States participating in eHDSI and opened-up 

the possibility of joint controllership in CBeHIS which was previously not considered 

by the EU Member States. 

Since the adoption of the said Implementing Decision, however, individual Member 

States consulted with their national Data Protection Authorities (DPAs) regarding 

their appropriate data controllership role in the context of eHDSI, however with 

contradicting results.  

To this day, it remains unclear whether joint controllership arrangements, either 

bilateral or multilateral, between Member States are applicable to eHDSI and if so, to 

what extent (or rather – for which exact operations). 
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Despite this, in order to guarantee the rights of data subjects, both the data 

processing and data controlling entities need to be identified beyond any doubt. It is 

essential that the data subjects are aware who is responsible for the data processing 

in the eHDSI. 

Therefore, in an effort to reach a conclusive and uniform decision regarding data 

controllership of Member States within the eHDSI, the eHMSEG has given mandate 

to its Legal Work Group to consult the Board in order to inquire what kind of data 

controllership is applicable to Member States in the context of CBeHIS. 

The Legal Work Group has prepared a document called the “Note to the European 

Data Protection Board (EDPB) with regards to the Question of Data Controllership by 

the Member States Participating in CBeHIS” in which extensive details are provided for 

the implementation and deployment of cross-border services in the scope of eHDSI 

in order to inquire about the appropriate procedure to request the Board's opinion 

on this matter. 

In their letter to the eHMSEG Legal Work Group leader (not published, sent by email 

only) from 30 June 2021, EDPB stated that: 

"After an internal assessment of your letter, as well as of previous replies to 

consultations previously made with the Article 29 Working Party (WP29)2 and with the 

EDPB / EDPS, it is our view that, in accordance with the principle of accountability 

(stipulated in article 5(2) of Regulation (EU) 2016/679, henceforth “GDPR”), it is the 

responsibility of the controller - or, in this case, the controllers – to comply, and 

demonstrate compliance with the data protection principles stipulated in article 5(1) of 

the GDPR. This includes the determination of whether they find themselves in a 

position of sole or joint controllership.” 

Furthermore, the EDPB reminded the EU Member States participating in eHDSI that 

the legal advice to specific controllers regarding individual processing operations 
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should "fall under the competence of national supervisory authorities (see, in 

particular, articles 57 and 58 GDPR)” thus re-stating the role of the EU Member 

States’ DPAs in establishing the identification of data controllership in specific regard 

to CBeHIS. 

Taking this into consideration, the eHMSEG community is supporting the 

implementation of CBeHIS as a consolidated and well-aligned effort between all 

participating EU Member States. Therefore, a unified approach to data controllership 

would be a preferred choice in eHDSI, as this would mitigate many of the risks 

associated with e.g., bilateral agreements between countries which adopt either the 

joint or separate controllership role. 

The main recommendation here is that the EU Member States continue pursuing a 

common strategy towards data controllership which is supported by their national 

DPAs. Additionally, the EU Member States participating in the eHDSI should define 

its relation to the European Commission as the data processor in CBeHIS. 

 

[1] Today, it is implemented in Finland, Kyrgyzstan, Faroe Islands, Iceland, Japan and other countries. 

Similar technology that is based on the Estonian interoperability experiences has also been 

implemented in Ukraine and Namibia. See more at: https://e-estonia.com/solutions/interoperability-

services/x-road  

[2] EDPS Guidelines on the concepts of controller, processor and joint controllership under Regulation 

(EU) 2018/1725 Available from: https://edps.europa.eu/sites/edp/files/publication/19-11-

07_edps_guidelines_on_controller_processor_and_jc_reg_2018_1725_en.pdf. [Date of access: 11 Oct 

2021]. 

[3] REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data and on the 

free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 

(Text with EEA relevance). Available from: https://eur-lex.europa.eu/legal-

https://e-estonia.com/solutions/interoperability-services/x-road
https://e-estonia.com/solutions/interoperability-services/x-road
https://edps.europa.eu/sites/edp/files/publication/19-11-07_edps_guidelines_on_controller_processor_and_jc_reg_2018_1725_en.pdf
https://edps.europa.eu/sites/edp/files/publication/19-11-07_edps_guidelines_on_controller_processor_and_jc_reg_2018_1725_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e1888-1-1
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content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e1888-1-1 , Preamble, Clause (26). 

[Date of access: 11 Oct 2021]. 

[4] EDPB-EDPS Joint Opinion 1/2019 on the processing of patients’ data and the role of the European 

Commission within the eHealth Digital Service Infrastructure (eHDSI). Available from: 

https://edpb.europa.eu/our-work-tools/our-documents/edpbedps-joint-opinion/edpb-edps-joint-

opinion-12019-processing_en [Date of access: 25 Aug 2021] 

[5] Commission Implementing Decision 2019/1765 of 22 October 2019 providing the rules for the 

establishment, the management and the functioning of the network of national authorities 

responsible for eHealth, and repealing Implementing Decision 2011/890/EU (notified under document 

C(2019) 7460). Available from: https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX%3A32019D1765 [Date of access: 25 Aug 2021] 

 

LC8 

Lack of alignment among Member States regarding legal representation in 

the context of cross-border healthcare data exchange. 

The cross-border provision of healthcare services provides an opportunity to 

establish clearer rules on legal representation in EU Member States and the 

possibility of adding this information into a common repository that can be accessed 

by Member States participating in the cross-border healthcare data exchange but 

also re-used for other purposes. 

Legal representation in the context of cross-border healthcare services refers to the 

process of representing the EU Member States in European courts (both national and 

supra-national).  

This type of legal representation and advice should be considered as paramount to 

mitigating the risks stemming from e.g., data protection breaches that are likely to 

occur in the future. 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e1888-1-1
https://edpb.europa.eu/our-work-tools/our-documents/edpbedps-joint-opinion/edpb-edps-joint-opinion-12019-processing_en
https://edpb.europa.eu/our-work-tools/our-documents/edpbedps-joint-opinion/edpb-edps-joint-opinion-12019-processing_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019D1765
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019D1765
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Partially, this lack of legal protection comes from the ambiguity of the specific data 

controllership roles that each of the EU Member States assumes in the cross-border 

exchange of patient data under the scope of the CBeHIS, as well as the European 

Commission’s role in said data processing activities.  

Despite these unknowns, there is a clear and widening gap between the current 

informality of Member State-run implementation as managed by the eHMSEG, the 

political role of the eHN and the foreseeable advisory and legal representation needs 

presented by the deployment of cross-border healthcare services under the auspice 

of the MyHealth@EU. 

Once the cross-border services have been deployed throughout the EU, a myriad of 

legal ambiguities are likely to ensue as there are still many unknowns related to the 

real judiciary practice related to resolving data protection cases in the scope of 

processing activities related to CBeHIS. 

The EU Member States are advised to take precautionary measures and designate a 

representative body with a clear mandate to advise on legal measures that need to 

be taken in order to safeguard against the risks related to the cross-border 

protection of personal data that is specific to CBeHIS/eHDSI. Additionally, questions 

of legal representation need to be addressed at a higher political level, most likely 

the eHN.  
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LC9 

Lack of alignment among Member States regarding healthcare professional 

authorisations to access personal data 

The cross-border provision of healthcare services provides an opportunity to 

establish clearer rules on access to personal data regarding healthcare professions / 

user roles in different EU Member States. Despite the ongoing developments in 

eHDSI however, this has only been partially done. 

The issue here is that the Member States may regulate the definitions of healthcare 

professionals and their roles differently in their national legislation which may lead to 

some challenges in cross-border data exchanges in regard to accessing patient data. 

Access rules are generally aligned with the respective regulation in the country of 

treatment and are also related to the regulation on registration of healthcare 

providers and professionals. Should the regulations differ considerably, the 

disparities may result in hesitancy to provide this information regarding healthcare 

professionals and healthcare providers in (a possibly more restrictive or conservative) 

country of affiliation.  

Based on the experience of some EU Member States, when developing the electronic 

public administration processes, the legal background was created after setting up 

the technical background and scaling the necessary environment.  

An alignment between the Member States on such legal questions should be 

considered when defining the cross-border eHealth services environment, and 

therefore a legal framework should be established, adapted and continuously fine-

tuned in line with cyber-security challenges and technological changes. 
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This legal framework would expand upon the current Agreement between National 

Authorities or National Organisations responsible for National Contact Points for 

eHealth on the Criteria required for the participation in Cross-Border eHealth 

Information Services in order to provide the additional information in regards to 

Member States’ specific legal bases considering healthcare professional 

authorisations to access personal data and could be further extended to include 

other types of information such as personal data storage periods. 

The purpose of such a legal framework would be to secure the necessary 

mechanisms, rules and safeguards for ensuring the continuous and systematic 

implementation of the commonly agreed-upon legal provisions between the 

Member States through governance structures, policy mechanisms for monitoring, 

evaluating and facilitating compliance, providing dispute prevention and settlement. 

 

 

LC10 

Lack of clarity regarding informed consent in specific cross-border data 

exchange scenarios 

Obtaining and recording of informed patient consent may be challenging for data 

controllers, especially in scenarios other than in-person (e.g., laboratory medicine). 

Also, specific challenges appear with secondary use (e.g., ultimate right to withdraw 

consent may not be possible to exercise). 

In cross-border and cross-organisational data exchange, involved parties (e.g., 

NCPeHs acting as data controllers or data processors) may face challenges due to 

different forms of consent used by the EU Member States.  
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Moreover, the in Article 6(1) the GDPR explicitly allows for 5 other legal bases for 

processing personal data, other than (a) Consent [1].  

These introduced when: 

 (b) processing is necessary for the performance of a contract to which the data 

subject is party or in order to take steps at the request of the data subject prior to 

entering into a contract;  

(c) processing is necessary for compliance with a legal obligation to which the 

controller is subject; 

(d) processing is necessary in order to protect the vital interests of the data subject 

or of another natural person; 

(e) processing is necessary for the performance of a task carried out in the public 

interest or in the exercise of official authority vested in the controller; 

(f) processing is necessary for the purposes of the legitimate interests pursued by the 

controller or by a third party, except where such interests are overridden by the 

interests or fundamental rights and freedoms of the data subject which require 

protection of personal data, in particular where the data subject is a child. 

Therefore, specific ethical, legal and technical issues that can emerge are 

recommended to be indicated in a matrix of the different types of applicable legal 

bases for ensuring the lawfulness of personal data processing in cross-border 

healthcare settings, as different EU Member States’ rules may apply.  

This matrix would identify the applicable law of the country in which a specific service 

is used and could be utilised as a part of a wider legal framework, as suggested in 

the previous point, in order to provide a transparent and aligned list of rules for data 

processing between and within different countries. 



   
 

71 

 

 

[1] REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data and on the 

free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 

(Text with EEA relevance). Available from: https://eur-lex.europa.eu/legal-

content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e1888-1-1 [Date of access: 27 Sep 

2021] 

 

 

2.2 Ethical challenges and recommendations 

 

EC1 

The presence of sensitive data may prevent cross-border patient data sharing. 

Patient’s right to optimal and non-discriminatory treatment may be empowered by 

cross-border exchange.  However, ethical risks abound with this approach if not 

tackled carefully by having the patient at the centre of the cross-border healthcare 

data exchange. 

The main legal instrument at the EU level regarding cross-border electronic 

identification is the eIDAS Regulation [1], in which mechanisms for the mutual 

recognition of notified electronic identification schemes are introduced to reinforce 

and strengthen data sharing between EU Member States. 

Additionally, further policy measures must be implemented in cross-border 

healthcare to ensure patient safety as the cross-border exchange of personal health 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e1888-1-1
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e1888-1-1
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data is not possible without a secure identification of patients and healthcare 

providers. 

For example, if a person from an EU country travels to another EU country and 

receives a healthcare treatment through the current cross-border healthcare services, 

the data of that person will be processed according to the law that applies in the 

country in which the data is processed. In other words, we cannot say that when I go 

to e.g., Austria, we must be careful not to be discriminated against - the EU and 

international conventions and the general regulation also apply there. 

However, despite an ongoing harmonisation of rules and regulations governing the 

secure identification of persons, and the safe and unimpeded flow of data between 

different countries, additional considerations regarding the ethics of personal data 

sharing should be considered as an additional safeguard for sensitive healthcare 

data, especially in the light of cyber-security risks which may reduce the willingness 

of EU citizens to share their personal data in a cross-border environment. 

Moreover, the design of all cross-border services should be done in a patient-

centred fashion so that the patient is always aware about the data processing 

activities that take place from their country of affiliation to the country of treatment 

taking special consideration of the sensitive nature of such data. Also, the patient 

should be aware if this data will be used for any secondary purposes by a different 

country and the relevant laws and regulations that apply. 

 

[1] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on 

electronic identification and trust services for electronic transactions in the internal market and 

repealing Directive 1999/93/EC. Available from: https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=uriserv%3AOJ.L_.2014.257.01.0073.01.ENG. [Date of access 27 Sep 2021] 
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EC2 

Cross-border exchange of patient’s will about medical treatment or to 

appoint a medical power of attorney may be challenging due to the nature of 

the information. 

Living wills and other advance directives are written, legal instructions regarding the 

patient's preferences for medical care if they are unable to make decisions for by 

themselves.   

The so-called “advance directives” guide choices for doctors and caregivers if the 

patient is terminally ill, seriously injured, in a coma, in the late stages of dementia or 

near the end of life.  

The opportunity arises to include the indicator of existence of living will and 

advanced directive in the e.g., the Patient Summary for cross-border healthcare data 

exchange purposes while it also encourages the patients to disclose the original 

document as part of their healthcare documentation, as well as to create and share a 

common list of advance directives, paving the way towards standardisation and 

cross-border exchange of structured documents. 

As the scope and reach of the cross-border healthcare services expands, advance 

directives are likely to become more common and the questions needed to address 

concerns related to the patient’s will about the provided medical treatments must be 

addressed. 

Therefore, a simple and aligned mechanism needs to be implemented in all cross-

border healthcare services that provide a way to securing the patient’s rights to 

choose the appropriate steps related to her/his medical treatment, including the way 
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by which the patient may appoint a legal representative or a person of trust to act as 

an agent that will represent the patient in a cross-border treatment setting. 

Furthermore, special considerations must be taken in order to secure that the 

patient’s medical needs are met when they cannot make decisions for themselves in 

a foreign country. 

 

 

EC3 

Patients may deny their consent for sharing especially sensitive data 

depending on their health condition. 

As the data in question may be essential for patient safety (e.g., communicable 

diseases), this is also an opportunity to further consider all emergency access 

scenarios (the so-called "break- the- glass" scenario being one of them), also aligning 

them with other relevant legal and ethical aspects of cross-border healthcare data 

exchange.  

The main question is whether the law of a particular country presupposes such 

consent at all? After all, a person goes to another country by his/her own free will. 

However, if a patient refuses to give consent due to records related to STD, mental 

condition, medical procedures or other possible reasons, this may be a health 

security risk, as the patient could potentially be harmful to others or oneself. 

Privacy rights of an individual patient must be considered with regard to the rights 

and obligations of other stakeholders in healthcare.  Withdrawing information about 

an active infection with a communicable disease may result in severe health risks at 
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the point of care.  In this respect, exercising privacy rights of individual patient shall 

not jeopardise the rights of other patients and healthcare professionals.  

Therefore, special policy measures must be considered in all cross-border data 

exchanges, such as a set of common guidelines for accessing sensitive data that is 

essential for safety of patients themselves and healthcare providers. 

These guidelines should clearly define the agreed-upon rules for defining the “break-

the-glass" conditions and provide clear steps for accessing patient data in such a 

scenario the main purpose of which is to ensure a quick means for a medical 

professional who does not have access privileges to sensitive patient data to gain 

access and treat the patient when necessary. 

 

 

EC4 

Patients may not be able to share data depending on their health condition 

or on their digital literacy. 

If the patient is e.g., not able to give consent, either because of health condition or 

digital illiteracy, an on-site digital assistance in the form of assisted medical decision 

making would help. Also, some common guidelines on legal representation, in such 

cases, and conditions of acting on patient’s behalf could further support the patients 

in assuring their rights in cross-border settings. 

Therefore, technical and policy measures can be implemented in the context of a 

cross-border healthcare data exchange in order to provide assistance at points of 

care, such as professional assistance for those with a lack of skills and empowering 

the next-of-kin and other legal representatives. 
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Furthermore, healthcare professionals in EU Member States should be properly 

educated and trained for digital cross-border healthcare, as its scope includes 

previously unforeseen challenges for both the medical staff and patients. 

Assistance menus and pop-ups could be implemented in the electronic solutions for 

managing cross-border patients which explain different ethical and legal obstacles in 

securing a seamless cross-border treatment experience. 

 

 

3 GENERAL RECOMMENDATIONS 

In the light of discussions on data protection in a cross-border setting, one must 

determine the scope of the responsibilities of each data controller and processor that 

participates in any kind of data exchange, both on a national and cross-border level.  

Furthermore, the question of where the data is being processed should be 

considered separately, and the specific roles of controllers needs to be determined in 

an effort to align the Member States’ positions on this matter, especially considering 

the services developed in the eHDSI.  

If the Member States use the IT-service provided by the European Commission for 

data exchange, the roles of Member States and the European Commission regarding 

data processing are the same. Therefore, the content of any kind of controllership 

agreement between the Member States with each other would likely be the same, 

i.e., would contain the same provisions related to responsibilities of data controllers 

and processors, as the content and the comprehensibility of the contract is imagined 

to be the same. Furthermore, any agreement that would define controllership roles 

may also refer to an existing legal basis, e.g., proceed on the Commission’s 
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Implementing Decision (GDPR Art 32(3)), but many content elements which are 

undefined here as well. 

However, since the Member States sometimes have different understandings of their 

roles, there is also confusion in the division of tasks. Therefore, a distinction should 

be made between the management of joint information exchange (a channel for data 

exchange from one country to another) and the subsequent activities at national 

level. 

It would be advisable to regulate the responsibility areas of processors in the Annex 

of Agreement (I.e., the Agreement between National Authorities or National 

Organisations responsible for National Contact Points for eHealth on the Criteria 

required for the participation in Cross-Border eHealth Information Services [1]).  

Simply put, countries have agreed to exchange data with each other, (Agreement, 

Clause II.2; “Each Contracting Party shall designate one NCPeH to act as a single 

communication gateway with the NCPeH designated by other Contracting Parties...”, 

in essence establishing a common system of data exchange by agreeing on 

standards and the common translation of medical terms.  

No substantive data sharing takes place anywhere on the common platform or 

database (data is shared, encrypted from one door to another and data is not saved 

in the meantime). The Agreement also sets the responsibilities of countries: “The 

Contracting Parties do not assume any liability for Core Services” (Clause II.1.2). The 

agreement is based on the directive of patients’ rights that encourages Member 

States to ensure the rights of patients (Directive 2011/24/EU).  

When agreeing on areas of responsibility, it is important to highlight which part of 

data processing the EU law is applied, and where the line is drawn between common 

responsibility and national law. Every country is free to decide on national law and 

countries have regulated the use of the data processing platform differently in their 
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respective legislations. There are also different regulation methods concerning data 

processing: how and on what legal basis data is processed. In some countries, data 

processing is subject to consent, in others, processing is regulated by law and based 

on a legal provision. Hence the significant differences, including from the point of 

view of the data subject.   

For example, Member States should review the following: 

How do countries understand processing based on personal consent in cross-border 

context? Every Member State has a predefined national judicial area, based on which 

health care services are provided in that country. Therefore, data will be sent out 

from country X based on consent (permission to forward data) but will be processed 

based on another legal basis in country Y, where the data has been forwarded and 

where services are provided (it is under the law of that country that the data are 

processed for other purposes – science and statistics, state supervision, etc.). 

To what extent and how the infringement notification procedure takes place? The 

procedure for infringement notifications should be established. As there are various 

parties in the process of cross-border data processing, the actions of different parties 

should be defined (GDPR Art. 33 and 34). If the procedure is managed together, it 

surely brings out common practical questions. 

For example, the question remains on how to determine centrally that e.g., the 

service has been down in a certain country for some time, and that access to this 

data has been compromised. In other words, what we mean when we discuss joint 

controllership, joint management of data, joint risk mitigation is not entirely clear at 

this point. 

When and if common responsibility is regulated in the Annex of the Agreement (or 

some other legal document), an impact assessment should be drawn up together 

with the Annex or otherwise regulated by a legally-binding document. It is probably 
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unreasonable to join the impact assessments of all countries based on their unique 

judicial areas into the same document, but it is worth considering whether a short 

description of future activities could be a part of the common impact assessment, 

(e.g., a general comment that a separate assessment shall be done in a Member 

State). Considering the rapidly evolving technology and the need for cross-border 

data sharing, these assessments, analyses and mappings should be carried out 

before new projects are launched in order to avoid future confusion and 

misunderstandings.  

Regarding EU Member States’ roles in data processing, currently all countries 

participating in cross-border data exchange under the scope of the eHDSI are 

assumed to be individual and separate data controllers.  

However, this assumption was contested by the Commission, Implementing Decision 

2019/1765 of 22 October, 2019 and provided the rules for the establishment, 

management, and functioning of the network of national authorities responsible for 

eHealth. Additionally, repealing Implementing Decision 2011/890/EU (notified under 

document C(2019) 7460) [2], hereinafter referred to as “Implementing Decision”. 

In the Recital (20), this Implementing Decision states that “The Member States, 

represented by the relevant National Authorities or other designated bodies, 

together determine the purpose and means of processing personal data through the 

eHealth Digital Service Infrastructure for Cross-Border eHealth Information Services 

and are therefore controllers. The respective responsibilities between controllers 

should be defined in a separate arrangement”.  

This statement may have inadvertently suggested that some other form of data 

controllership is applicable for Member States participating in eHDSI and opened-up 

the possibility of joint controllership with CBeHIS which was previously not 

considered by EU Member States. 
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Since the adoption of this Implementing Decision, individual Member States 

consulted with their national Data Protection Authorities (DPAs) regarding their 

appropriate data controllership role in the context of eHDSI, with contradicting 

results, however.  

To this day, it remains unclear whether joint controllership arrangements, either 

bilateral or multilateral, between Member States are applicable to eHDSI and if so, to 

what extent (or rather – for which exact operations).  

Despite this, to guarantee the rights of data subjects, both the data processing and 

data controlling entities need to be identified beyond any doubt. It is essential that 

data subjects are aware of who is responsible for data processing in the eHDSI. 

Therefore, in an effort to reach a conclusive and uniform decision regarding data 

controllership of Member States within the eHDSI, the eHMSEG has given a mandate 

to its Legal Work Group to consult the Board about what kind of data controllership 

is applicable to Member States in the context of CBeHIS. 

The Legal Work Group has prepared a document called the “Note to the European 

Data Protection Board (EDPB) with regards to the Question of Data Controllership by 

the Member States Participating in CBeHIS”, in which extensive details are provided 

for the implementation and deployment of cross-border services in the scope of 

eHDSI as a request for the Board’s opinion about the appropriate procedure on this 

matter. 

In their letter to the eHMSEG Legal Work Group leader (not published, sent by email 

only) from 30 June 2021, EDPB stated that: 

"After an internal assessment of your letter as well as of previous replies to 

consultations previously made with Article 29 Working Party (WP29) and with the 

EDPB/EDPS, it is our view that, in accordance with the principle of accountability 

(stipulated in article 5(2) of Regulation (EU) 2016/679, henceforth “GDPR”), it is the 
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responsibility of the controller - or, in this case, the controllers – to comply, and 

demonstrate compliance with the data protection principles stipulated in article 5(1) of 

the GDPR. This includes the determination of whether they find themselves in a 

position of sole or joint controllership.” 

Furthermore, the EDPB reminded EU Member States participating in eHDSI that the 

legal advice to specific controllers regarding individual processing operations should 

"fall under the competence of national supervisory authorities (see, in particular, 

articles 57 and 58 GDPR)”, thus, re-stating the role of EU Member States’ DPAs in 

establishing the identification of data controllership specifically regarding CBeHIS. 

Taking this into consideration, the eHMSEG community supports the implementation 

of CBeHIS as a consolidated and well-aligned effort between all participating EU 

Member States. Therefore, a unified approach to data controllership would be the 

preferred choice in eHDSI as this would mitigate many of the risks associated with 

e.g., bilateral agreements between countries that adopt either a joint or separate 

controllership role.  

The main recommendation here is that EU Member States continue pursuing a 

common strategy towards data controllership that is supported by their national 

DPAs. Additionally, EU Member States participating in the eHDSI should define their 

relation to the European Commission as the data processor in CBeHIS.  

According to Article 7 of its Implementing Decision [3], the European Commission 

sets out that Member States have joint controllership in regard to eHDSI. According 

to Article 26 of the GDPR, joint controllers must agree on their areas of responsibility 

in a transparent manner, particularly with regards to the exercising of the rights of 

the data subject and their respective duties to provide the information referred to in 

Articles 13 and 14 of the GDPR. The same is set out by the Implementing Decision, 

according to which “The Member States shall clearly and transparently allocate the 

responsibilities between controllers“. The agreement between Member States is not 
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necessary if the respective responsibilities of the controllers are determined by Union 

or Member State law to which the controllers are subject (GDPR Art. 26 (1)) [4]. 

As of today, Member States have not signed such separate agreements. However, 

the question arises as to whether the parties rely on any legal provision, i.e., whether 

it is even necessary for the Member States to enter into agreements. Apparently, no 

specific common understanding has been developed. 

It can be assumed that the data sets are exchanged for ePrescription and Patient 

Summary are decided collectively under the strategic guidance of the eHealth 

Network, and the specifications are decided upon by the eHMSEG and eHOMB. Also, 

all the Member States use core services provided by the Commission. When 

exchanging data, each party is responsible for data processing within their own remit 

(e.g., ensuring the legality and security of data processing). In each Member State, 

the basis for data processing is ensured in accordance with national law, depending 

on how the health care system is built up in that Member State. Each Member State 

has also designated a body that manages and carries out the tasks of the National 

Contact Point. Therefore, the data subject does not lose their rights, although there 

could be more cooperation and clarity. Apparently, the Commission has played a 

major role here in unifying countries, in mapping differences and finding a common 

language between several countries. Thus, the efforts made so far can certainly not 

be underestimated.  

Taking all of this into consideration, it should be further ensured that the agreements 

and guidelines carry the same message and do not contradict each other. The 

transparency of data processing, as well as the enforceability and accountability of 

obligations depend on this. It would probably be sensible to encourage more 

intensive communication between certain contacts of different Member States, to 

discuss various problems/issues that have arisen. 
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Against this backdrop, we propose a list of more general and long-term 

recommendations that provide some clarity in the above-mentioned matters 

regarding controllership and its implications on data protection in the European 

cross-border exchanges of personal healthcare data. 

 

[1] Agreement between National Authorities or National Organisations responsible for National 

Contact Points for eHealth on the Criteria required for the participation in Cross-Border eHealth 

Information Services. Available from: 

https://ec.europa.eu/health/sites/default/files/ehealth/docs/ev_20170509_co06_en.pdf. [Date of 

access: 27 Sep 2021]. 

[2] Commission Implementing Decision 2019/1765 of 22 October 2019 providing the rules for the 

establishment, management, and functioning of the network of national authorities responsible for 

eHealth, and repealing Implementing Decision 2011/890/EU (notified under document C(2019) 7460), 

Available from: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019D1765 [Date of 

access: 27 Sep 2021]. 

[3] Commission Implementing Decision 2019/1765, of 22 October 2019 providing the rules for the 

establishment, the management and the functioning of the network of national authorities 

responsible for eHealth, and repealing Implementing Decision 2011/890/EU. Available from: 

https://eur-lex.europa.eu/legal-

content/EN/TXT/PDF/?uri=CELEX:32019D1765&qid=1630054799026&from=EN. [Date of access: 27 

Sep 2021]. 

[4] REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data and on the 

free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). 

Available from: (Text with EEA relevance) https://eur-lex.europa.eu/legal-

content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN. [Date of access: 27 Sep 2021]. 

 

 

https://ec.europa.eu/health/sites/default/files/ehealth/docs/ev_20170509_co06_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019D1765
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019D1765&qid=1630054799026&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019D1765&qid=1630054799026&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN
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GR1 – Establishment of a conceptual framework for increasing legitimacy and 

trust of sustainability governance for the personal data access at the EU level 

With the number of cross-border technical initiatives and national electronic 

healthcare systems growing recently, legal uncertainties may arise over whether 

specific technical solutions can be trusted as legitimate mechanisms for protecting 

EU citizen’s data privacy.  

A conceptual framework for increasing the legitimacy and trust of sustainable 

technical solutions and governance mechanisms should be put in place to allow for 

better data protection in the eHealth domain, as well as to ensure the CBeHIS 

remains sustainable after CEF financing, enable the necessary transition to new 

services and models of financing and governance, and most importantly – guarantee 

legitimacy of the cross-border exchange of patient data, and maintain trust in the 

services available to European citizens. 

 

GR2 – Specific regulatory development for CBeHIS in relation to Article 9.2(j) of 

the GDPR 

Processing of personal data for secondary purposes is a potential by-product of 

many cross-border patient data exchanges.  

Currently, the legal basis is provided by Article 9.2(j) of the GDPR, stating that the 

“processing is necessary for archiving purposes in the public interest, scientific or 

historical research purposes or statistical purposes in accordance with Article 89(1) 

based on Union or Member State law which shall be proportionate to the aim pursued, 

respect the essence of the right to data protection and provide for suitable and specific 

measures to safeguard the fundamental rights and the interests of the data subject.” 
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However, despite this provision from the GDPR, there remains a legal uncertainty 

regarding the extent to which the personal data of EU citizens can be used for 

secondary purposes, as Member State laws differ in this regard. 

Moreover, this situation is further complicated due to differences in the legal basis 

for data processing of personal data (e.g., by using consent in one country and a 

different legal basis in another). This is especially true in healthcare where secondary 

use of data has both legal and ethical implications which should be considered. 

Further guidance is needed in this area and the development of a legal act that 

defines (a) defines what constitutes secondary use of data in the light of the GDPR 

on the EU level and (b) under which conditions is such use permissible in a cross-

border setting, should be pursued by the European Commission and the Member 

States. 

Notable examples of national laws regarding secondary data use include (but are not 

limited to) the Finnish Act on the Secondary Use of Social and Health Data 

(552/2019) [1]. Another driver for the reuse of anonymised data might also be the 

Regulation (EU) 2018/1807 of the European Parliament and of the Council of 14 

November 2018 on a framework for the free flow of non-personal data in the 

European Union [2]. 

 

[1] Finnish Ministry of Social Affairs and Health. Secondary use of health and social data. Accessed on 

25 Aug 2021. Available from: https://stm.fi/en/secondary-use-of-health-and-social-data  [Date of 

access: 27 Sep 2021] 

[2] Regulation (EU) 2018/1807 of the European Parliament and of the Council of 14 November 2018 

on a framework for the free flow of non-personal data in the European Union (Text with EEA 

relevance.). Available from: https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX%3A32018R1807. [Date of access: 27 Sep 2021] 

 

https://stm.fi/en/secondary-use-of-health-and-social-data
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GR3 – Establishment of a trust framework for the processing of patient data at 

the EU level 

Taking inspiration from the current European Commission’s and Member States' 

work on the EU Digital COVID Certificates [1] and the Trust Framework that has been 

established between the interested parties, a similar approach might be considered 

for the future of cross-border data exchange in the scope of eHDSI by establishing a 

trust framework for the processing of patient data at the cross-border EU level using 

digital patient credentials.  

A Trust Framework for CBeHIS could be set-up as a collection of common policies, 

technical specifications, and interoperability criteria that are jointly accepted by the 

EU Member States for patient data exchange in a cross-border setting.  

Although similar documents are already established at the eHMSEG and eHN level, 

they should be “packaged” in a single Trust Framework in order to secure policy and 

technical interoperability for future use-cases in which digital identities will likely be 

used for cross-border healthcare purposes, i.e., when the European citizens will be 

asserting their identities through the use of the secure digital credentials. 

N.B.: It would also be worthwhile considering how the current Trust Framework for 

COVID purposes could be expanded to other (i.e., non-Digital COVID Certificate) use 

cases which are more related to the current and foreseen future scope of CBeHIS. 

 

[1] European Commission. eHealth and COVID-19. [Internet]. Available from: 

https://ec.europa.eu/health/ehealth/covid-19_en [Date of access: 20 Jul 2021] 

 

https://ec.europa.eu/health/ehealth/covid-19_en
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GR4 – Mandate an analysis to map out the interplay between EU and Member 

State regulations concerning data processing expanding on what is known 

about the implementation of the GDPR in the EU Member States 

In February 2021, a report on the “Assessment of the Member States' rules on Health 

Data in the light of GDPR” was published by the European Commission.  

This report provided a comprehensive assessment of possible issues of the 

unimpeded movement of healthcare data in a cross-border setting, while also 

identifying common European practices that could facilitate this exchange of data, as 

well as possible policy and governance options for EU Member States’ decision 

makers. 

The results of this report might be seen as a baseline against which all future policies 

concerning data processing in healthcare can be made. Additionally, however, an 

extensive mapping of EU and Member State legal instruments that are engaged in a 

complex web of interactions concerning cross-border patient data exchange needs 

to be performed  to fully comprehend the diverse legal horizon that is evolving from 

the current and planned services in CBeHIS. 

This mapping process was started during the Joint Action to Support the eHealth 

Network (JAseHN) [2] project but was deemed to lengthy and was quickly 

abandoned in favour of a more practical solution in order to start the 

implementation of cross-border services in time for the CEF call. However, this initial 

approach to map out all relevant EU Member State legislation to analyse the 

differences and commonalities is a much-needed task for the future of European 

legal interoperability in the healthcare domain and should be one of the priorities of 

the eHealth Network. 
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[1] Assessment of the EU Member States’ rules on health data in the light of GDPR. DG Health and 

Food Safety. [Internet]. Published on: 12 Feb 2021. Available from: 

https://ec.europa.eu/health/sites/health/files/ehealth/docs/ms_rules_health-data_en.pdf, Annex: 

https://ec.europa.eu/health/sites/health/files/ehealth/docs/ms_rules_health-data_annex_en.pdf. [Date 

of access: 21 Aug 2021] 

[2] European Commission. CHAFEA – Health Programmes Database: Joint Action to support the 

eHealth Network [JAseHN] [677102] - Joint Actions. Available from: 

https://webgate.ec.europa.eu/chafea_pdb/health/projects/677102/summary. [Date of access: 21 Aug 

2021] 

 

GR5 - Establish the ethical and legal conditions for the reuse of data by entities 

other than the data controller 

In a cross-border setting, whenever and however personal data is being collected 

and processed, the organisations managing the NCPeHs share both the ethical and 

legal obligations to ensure that sensitive patient data is properly protected from 

misuse, fraud and any other type of harm.  

This should be a fundamental requirement in all patient data processing in the scope 

of eHDSI and MyHealth@EU in order to safeguard the individual rights and freedoms 

of patients, as well as to minimise the ethical risks related to the data processing of 

any personal data. 

Thus, a common ethical and legal framework should be established to account for 

any and all conditions related to the reuse of personal data in the scope of cross-

border healthcare data exchange by the entities that fall under the auspice of EU 

Member States, especially data processors and other parties that might be privy to 

patient data, especially if they are geographically located outside of the EU.  

Although certain documents already exist on the European level that define the e.g., 

territorial scope of the GDPR’s implementation, there are still many undiscussed 

https://ec.europa.eu/health/sites/health/files/ehealth/docs/ms_rules_health-data_annex_en.pdf
https://webgate.ec.europa.eu/chafea_pdb/health/projects/677102/summary


   
 

89 

 

ethical and legal challenges particular to healthcare data which might lead to the 

failure of protecting the EU citizens' rights and freedoms. 

Most notably, ongoing projects such as TEHDAS [1] might be able to further advise 

on these concerns. 

 

[1] TEHDAS – Join Action towards the European Health Data Space. Available from: https://tehdas.eu/. 

[Date of access: 20 Sep 2021] 

 

GR6 - Define the conditions regarding the reuse of healthcare data for 

secondary purposes 

In November 2018, the European Commission published a document titled “Ethics 

and data protection” [1] in which ethical and legal principles are laid out for data 

protection purposes related to research, i.e., the use of secondary data. 

This document provides a solid basis for future discussions regarding the use of 

patient data for research but is failing to address many of the ethical and legal 

concerns concerning the cross-border exchange of data and the reuse of primary 

data in countries outside of the patient’s Member State of affiliation, as this is not the 

document's primary purpose. 

 However, a similar exercise in establishing the necessary ethical and legal conditions 

for the reuse of data that was primarily used for cross-border healthcare purposes 

should be welcomed by the eHealth Network, as the number of uncertainties related 

to secondary use of data is likely to grow with an even increasing number of patient 

data being exchanged across the EU Member States borders. 

Similar to the recommendation above, ongoing projects such as TEHDAS [2] might 

be able to further advise on these concerns. 

https://tehdas.eu/
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 [1] Ethics and data protection. European Commission [Internet]. Published on: 14 Nov 2018. Available 

from: https://ec.europa.eu/info/sites/default/files/5._h2020_ethics_and_data_protection_0.pdf. 

[Accessed on 26 Aug 2021] 

[2] TEHDAS – Join Action towards the European Health Data Space. Available from: https://tehdas.eu/. 

[Date of access: 20 Sep 2021] 

 

 

GR7 - Design a legal framework for the cross-border patient data exchange 

under the principles of regulatory compliance to the principle of data 

protection-by-design and by-default 

Although various technical, organisational and legal safeguards are already put in 

place in the implementations of the cross-border healthcare services under the scope 

of eHDSI, as well as enshrined in European Commission’s documents – such as the 

EDPB’s Guidelines 4/2019 on Article 25 Data Protection by Design and by Default [1], 

it should be worth noting that the principles of data protection-by-design and by –

default should be explicitly introduced at all levels in CBeHIS development on a 

common European level.  

So far, these principles were implemented on a joint scale by the eHMSEG and 

eHealth Network, and individually by the EU Member States implementing the cross-

border healthcare services within the eHDSI.  

Moreover, a common audit procedure was used to ensure that all the EU Member 

States participating in CBeHIS are following the same rules when it comes to, among 

other things, data security and data protection. 

https://ec.europa.eu/info/sites/default/files/5._h2020_ethics_and_data_protection_0.pdf
https://ec.europa.eu/info/sites/default/files/5._h2020_ethics_and_data_protection_0.pdf
https://tehdas.eu/
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However, with the uptake of new services and the move from audits to self-

assessments, the establishment of a set of common principles should be a priority for 

the EU Member States looking at exchanging data with other countries. 

As a first step, a common approach to Data Protection Impact Assessments (DPIAs) 

should be constructed in order to identify and reduce the data protection risks of 

cross-border processing activities on the European level. A common DPIA should 

therefore be considered as an integral part of data protection by design and by 

default, as a requirement stemming from Art. 35 GDPR [2]. 

Furthermore, a common DPIA could help the EU Member States to design more 

efficient and effective processes for handling personal data from foreign countries, as 

legal, organisational and technical safeguards will vary somewhat from country to 

country.  

Additionally, this legal framework should include ethical guidelines on the safe and 

secure access to, storage, and overall processing of sensitive patient data in a cross-

border healthcare environment in order to secure the future take-up of eHealth 

services in the EU.  

[1] Guidelines 4/2019 on Article 25 Data Protection by Design and by Default. 

European Data Protection Board. [Internet] Published on: 13 Nov 2019. Available from: 

https://edpb.europa.eu/sites/default/files/consultation/edpb_guidelines_201904_dataprotection_by_d

esign_and_by_default.pdf [Date of access: 26 Aug 2021] 

[2] Regulation (EU) 2016/679 (General Data Protection Regulation), Art.35. Available 

from: https://gdpr-info.eu/art-35-gdpr/. [Date of access: 02 Aug 2021] 

 

https://gdpr-info.eu/art-35-gdpr/
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GR8 - Define and implement the corresponding organisational, technical and 

security measures and safeguards related to cross-border data protection 

Under the GDPR, appropriate safeguards are measures taken by a controller or 

processor to enable safe personal data processing. 

Under the scope of eHDSI, cross-border personal data processing is in place, with EU 

Member State-based controllers and processors sharing patient data across the 

national borders of individual countries. 

Although all participating EU Member States in eHDSI are required to implement and 

adhere to organisational, technical and security measures and safeguards related to 

cross-border data protection, a common approach to setting them up, monitoring 

and evaluating them, as well as ensuring their long-term sustainability is currently 

lacking. 

It is therefore crucial to establish a clear set of safeguards followed by an 

accompanying list of clear indicators that would allow for data protection and 

sustainability assessments for current and future services under eHDSI / 

MyHealth@EU. 

 

GR9 - Define a common EU policy that defines the periods of data retention 

and deletion in the cross-border healthcare data exchange setting 

Under the GDPR, EU Member States participating in the eHDSI, or more specifically, 

the organisations managing the NCPeHs must create a data retention policy to help 

them manage the way they handle data in the scope of CBeHIS.  

However, GDPR does not specify retention periods for personal data. Instead, it 

states that personal data may only be kept in a form that permits identification of the 
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individual for no longer than is necessary for the purposes for which it was 

processed. 

Moreover, data retention policies depend on where the data is stored. It is clear that 

this has been decided by the national legislator and also goes through the national 

data protection supervisory authority, i.e., that the EU Member States set their own 

storage periods based on what the applicable legal basis is and the purpose for 

processing personal data, as defined by their national laws. However, the 

organisations managing the NCPeHs must transparently document and justify why 

the specific storage period has been set and this decision should be based on two 

factors: the purpose for processing the data, and any regulatory or legal 

requirements for retaining it.  

Either way, data retention policy for specific uses cases (e.g., laboratory reports or 

hospital discharge letters) should be part of the organisation’s overall information 

security documentation process.  

A discussion informing the EU data retention policy among the Member States could 

be initiated to address the types of data that are covered by the data retention policy 

considering the specific cross-border use-cases, e.g., on how long will the data be 

kept and what will be further done (if anything) with data when it is no longer 

needed. This should be done to inform the data processors and data subjects about 

the retention periods for their data in the cross-border data exchange context. 
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GR10 – Establish a permanent EU Member State-run legal advisory body to the 

eHealth Network in order to oversee any data protection risks associated with 

the cross-border exchange of personal patient data 

With new services deployed by the EU Member States under the scope of eHDSI as 

well as the ongoing efforts by the European Commission to engage with EU citizens 

with the MyHealth@EU initiative come new data protection risks.  

So far, most of the legal challenges have been dealt with either by the individual EU 

Member States or on the eHMSEG level. However, with the rising complexity of 

service interaction, the expected rise in numbers of exchanged documents across the 

border, as well as future activities related to e.g., introduction of digital patient 

identification in cross-border healthcare, the need to support the secure sharing of 

healthcare professional’s information across the EU etc., should most likely be 

mandated to a permanent body that will have a clear mandate to oversee all cross-

border data processing activities and provide advice to policy makers. 

Furthermore, the main role of this body would be to ensure that GDPR is consistently 

applied to all data processing activities related to cross-border healthcare and to 

promote cooperation and alignment among the EU Member States’ DPAs. 

 

 

4 FINAL CONSIDERATONS 

Regarding the cross-border exchange of data, countries have chosen different 

approaches to the legal basis of data processing: some countries use consent, some 

have legislative acts in place for regulating data exchange.  

The user stories of X-eHealth project also include the Hospital Discharge Report, 

which is described as follows. At the end of the inpatient stay the patient is 
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discharged. Episode-based patient summary information (with a focus on the 

episode of inpatient care) is prepared by the attending physician in the hospital. If 

appropriate, the information is transferred to the primary care physician and medical 

specialists and to the patient/legal representative. 

In the countries where data processing through a cross-border data exchange 

platform is regulated by a legislative act, it should not be difficult or problematic to 

return data to the home country. It may be necessary, for example, to review the 

provisions that regulate who and how may forward the data to a national database – 

who would be the data providers to a national database. However, questions arise 

with people in the countries where data is being processed based on consent. In this 

case, all depends on how the consent process has been established in a particular 

country: whether it is a general consent for data exchange or should consent be 

given separately to separate services. There are questions whether the consent 

applies only to queries regarding data from the home country or should a separate 

consent be given for sending data back to home country? The latter identifies many 

questions: how are consent agreements gathered and who is responsible for the 

existence of the actual consent for data transmission. As stated in clause 3 of the 

current document, one country cannot regulate and foresee the legal basis and the 

whole legal space of another country. In other words, depending on where the 

service is provided, the law of a particular Member State shall be applied. For this, of 

course, the legal provisions of Member States should be adapted accordingly.   

Special attention should be paid to whether data processing is based on queries at 

the home country or if data from abroad is automatically forwarded to the home 

country. As for the technical view, risks can also be mapped as data protection 

impact. 

Considering the above, it is necessary to analyse the legal bases of the return of data 

to home country, which may vary by country. A solution based on consent can be 
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considered problematic, as consent of one country does not guarantee that the 

service is provided by another Member State based on consent. The interplay 

between different jurisdictions is important in determining certain rights and 

obligations. We believe that this, including the interplay of distinctions, has so far 

been given too little attention.  

Special attention should be paid to all the above (see clauses 1 and 2), as the basis 

for any data exchange process is the clear role division between Member States, 

including the role of the Commission. To avoid confusion in future projects, we need 

to take a step back in the current project, in order to have a discussion and find a 

convincing centre point; only after this we can create new services in addition to the 

existing ones.  

It is also worth considering how to enhance the opportunities for individuals to 

become acquainted with the process of their data processing. It may be considered 

whether counties could have the obligation to allow the data subject to access data 

logs made directly of him/her through a certain environment. Particular emphasis has 

also been placed on more efficient use of data at the EU level. The Communication 

from the Commission “A European Data Strategy“ identifies that the basis for the 

competitiveness for the next decades in the data economy are determined now, and 

this is why the EU should act now.[1] The document also states that while the GDPR 

has created a level playing field for the use of health personal data, fragmentation 

remains within and between Member States and the governance models for 

accessing data are diverse [2]. It is also emphasised that although individuals value 

the high level of protection granted by the GDPR, they suffer from the absence of 

technical tools and standards that make the exercise of their rights simple and not 

overly burdensome [3]. 

In order for individuals to know who is requesting data about them from national 

databases, a possibility should be given to verify this directly and by themselves. This 
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is what is also criticised in the European Data Strategy, as there are often no technical 

and convenient means to do so. The verification opportunity would ensure better 

transparency of data processing (GDPR, Art. 5 (1) (a)) and higher credibility of a 

country providing such service. The aim of the service could be offering a simple 

overview of data processing that would be comprehensive to the end-user of the 

service. In order to achieve this, general principles should be agreed upon and a 

separate goal should be set that the consumer would not be overwhelmed with large 

log volumes; instead, the service should be based on client-friendly design [4]. These 

are, of course, only ideas for the future, and it may take time to achieve the better 

design of services. However, the priority should be the ensuring of the convenient 

use and availability of basic services.  

Certainly, the lessons learned within this project should be considered in future 

projects, otherwise the mapping of the current bottlenecks would not be useful in 

the future. At the same time, a broader perspective in relation to the current 

problems could be introduced to ensure better transparency. And again, it needs to 

be pointed out that progress can occur only in the collaboration of technical 

specialists and lawyers. 
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