
 
  

Abstract 

The deliverable at hand will be discussing the topics addressed by the subtasks T4.1.2, T4.1.3, 
T4.1.4, T4.1.5, and T4.1.6 as described in the project proposal.  
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Terms and Abbreviations 

Term Description 

Country A Country of Affiliation, or Country of Origin (of the patient) 

Country B Country of Treatment  

eID electronic Identification, electronic Identification means 

QR code Quick Response code 

 
Acronym Description 

CEF Connecting Europe Facility 

EC European Commission 

EDIW European Digital Identity Wallet 

EEHRxF Electronic Health Record eXchange Format 

eIDAS electronic Identification, Authentication and trust Services 

eHDSI eHealth Digital Service Infrastructure 

eHN eHealth Network 

EHR Electronic Health Record 

EMR Electronic Medical Records 

EU European Union 

GDPR General Data Protection Regulation 

HCP Healthcare Professional 

ID Identity Document 

IdP Identity Provider 

MS Member States 

NCP National Contact Point 

NCP-A National Contact Point in Country A 

NCP-B National Contact Point in Country B 

NCPeH National Contact Point for eHealth 

OTP One-Time Password 

PIN Patient Information Notice 

PS Patient Summary 

PSD2 Payment Services Directive 2 

RP Reporting Period 

SAML Security Assertion Markup Language 

SMS Short Message Service 

SP Service Provider 

SP-B Service Provider in Country B 

SSI Self-Sovereign Identity 

TLS Transport Layer Security 

XML eXtensible Markup Language 
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Scope and Interdependencies 

In scope 

Study/discussion of the possible adoption of an eID means of identification for healthcare use 

cases, especially cross-border, when a patient needs to be identified by an HCP 

 

Out of scope 

- The proposal of new cross-border use cases outside the scope of the X-eHealth project 

- The identification of the patient with temporary credential provided by the Country of 

Treatment 

 

Interdependencies 

This deliverable has interdependencies with the following documents produced in the X-eHealth 

project: 

- D4.1.1 “eID in eHealth: survey of national solutions” (RP1, approved by the EC in 

January 2022) 

- ID7.1 “X-eHealth Architecture definition to implement and deploy EEHRxF services” 

(RP2) 
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Introduction 

The deliverable at hand will provide a study of the potential adoption of an eID means of 

identification  for some cross-border use cases of the healthcare sector, leveraging both the 

eIDAS functionalities and the key outcomes of previous EU-funded projects. The need to be 

addressed is how to identify and authenticate the patient in a secure and reliable way during a 

medical encounter (medical treatment) abroad.  

This deliverable is a follow-up of D4.1.1 “eID in eHealth: survey of national solutions”, completed 

during the first reporting period of the project and approved by the EC in early January 2022, 

which focused on an overview of the already existing eID-based architecture deployed across 

the EU, and set the ground for the work carried out in this deliverable. 
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1. Objectives and principles  

The previous deliverable D4.1.1 has provided an overview on how the eID is deployed today and 

available across Europe. The current deliverable D4.1.2 focuses on a possible evolution which 

can put the Member States in the position to surpass national, tailored solutions – often difficult 

to integrate outside a specific country – in principle implementing a full eIDAS-based approach, 

fulfilling the rights that patients have to use their national eID across European countries, and 

taking into account usability aspects.  

It is worth noting that in the context of X-eHealth, as underlined by the work carried out by WP7, 

an extension can be seen as adding new functionality to existing architecture and processes, 

while an evolution is adding architectural and process changes to the current.  

In the current eHDSI services, Patient Identification is performed at the Point of Care of the 

Country of Treatment, by the Health Professional in charge, by collecting from the patient, who 

is present at the Point of Care, the credential / traits used to identify him in his own Country of 

Affiliation and applying the search criteria defined by the Country of Affiliation. It is the task of 

the Health Professional, to “authenticate” the Patient: i.e., to check the coherence between the 

identity declared by the Patient and the returned traits (from the Country of Affiliation, or 

Country A).  

This document will describe how an evolution towards an eIDAS cross-border authentication 

could improve the patient journey by providing a higher level of security, which is a key concern 

in the eHealth domain. This approach can be applied to all cross-border use cases addressed by 

X-eHealth. 
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2. Main outcomes from D4.1.1 

The document “D4.1.1 – eID in eHealth: survey of national solutions”, delivered in RP1, focused 

on the current solutions deployed among the Member States of the European Union for to the 

electronic identification of citizens in the eHealth domain and also considered outcomes from 

previous EU funded projects and some initial thoughts for a common approach to the eID. 

First of all, it has given an overview of the principles of the electronic identification (eID), an 

undisputed need for a growing number of sectors, and it has provided some details on the 

current version of the eIDAS Regulations, which ensures that people and businesses can use 

their own national electronic identification schemes (eIDs) to access public services available 

online in other EU countries. 

In addition, it has described the EU Joint Action to support the eHealth Network like JAseHN [1], 

which highlighted the use of eIDAS regulation to bring a set of obligations regarding the 

authentication and validation of both citizens and health professionals, creating a basis of trust 

for the sharing of data and assuming a system of authorisation in which a user has legitimate 

reason to see data to which they have access. Furthermore, it has explained that the eHAction 
[2] developed a common eID Strategy for Health for the EU Member States to ensure the use of 

health eID, not just at cross-border level, but rooted in timely adoption at a national level, and 

to make it possible for the Member States to achieve a minimum level of trust on eID schemes.  

Also, it has given an overview of past EU-funded projects like HEALTHeID [3], where it explored 

how the concept of eIDAS based electronic identification could be transferred to the current 

cross border context of Patient Summary and ePrescription services.  

Moreover, it has explained how other EU projects, like KONFIDO [4], are compliant with 

applicable eID frameworks, like eIDAS, to successfully handle eHealth data in cross-border 

scenarios, in which users are able to access the KONFIDO services with their own eIDs, with or 

without using physical devices. 

Finally, it concludes that when it comes to eID, Member States are moving at different speeds 

and most of them have decided to adopt a standard approach (eIDAS). More and more public 

service providers are connecting to the eIDAS network, apart from the eHealth domain, 

providing cross-border access to European citizens. 

 

 

 

[1] https://webgate.ec.europa.eu/chafea_pdb/health/projects/677102/summary 

[2] http://ehaction.eu/ 

[3] https://www.spms.min-saude.pt/healtheid/ 

[4] https://konfido-project.eu/ 
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We may surmise that, from a general standpoint, eIDAS regulation has provided a 

comprehensive cross-border and cross-sectorial framework for the secure authentication of 

citizens.  However, implementation has proven to be difficult not only due to the disparity of 

national systems but also because of the objective complexity of the topic itself.  As a result, the 

effective uptake and usage of notified eID schemes for cross-border transactions is quite low.  

eID is not yet commonly adopted in national eHealth systems, authentication of a patient at a 

Point of Care abroad may not always be feasible due to technological and organisational 

obstacles at healthcare providers or capabilities of the patient. An eID-based approach should 

be seen as an evolution to the existing cross-border eHealth Digital Services Infrastructure 

(eHDSI).  

Although eIDAS scenarios are not yet practically implemented within the eHDSI, baseline eID 

building blocks are defined.  Three variants of eIDAS – based scenarios are anticipated regarding 

the optional linkage with patient identification number and generic or sector-specific eID 

schemes.  Also, there is currently no unanimous agreement on the Authentication Assurance 

Level (“substantial” or “high”). 

Nevertheless, eIDAS is providing long-term opportunities for eHealth scenarios. Common 

technical specifications have been continuously evolving, and the recent releases are providing 

promising enhancements.    
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3. Patient empowerment with eIDAS login 

3.1. eIDAS description 

eIDAS stands for “Electronic Identification and Trust Services” and refers to the European 

legislation “Regulation (EU) 910/2014”.  This legislation aims to facilitate “cross-border digital 

transactions (interoperability) between citizens of the European Union, in order to stimulate 

economic and social development between the participating countries”. 

eIDAS introduces a new landscape for patient identification for cross-border eHealth. Firstly, 

eIDAS assumes an electronic identification workflow, where the citizen requests a service from 

a Service Provider (SP), then the citizen is authenticated (through his national eIDAS 

infrastructure) towards the SP before the SP may provide access to its electronic services that 

the citizen is entitled to. Trust is established through the eIDAS Node in Country-A, in an 

interoperable transport form, the eIDAS SAML Assertion. This assertion is adhering to 

international technical standards and provides intrinsic and extrinsic security safeguards. The 

SP, as a relying party, can technically and legally trust the assertions’ contents as a form of citizen 

authentication. 

Patient identification 5 is the process by which the set of attributes describing the identity of the 

natural person interacting with health services (either the patient seeking healthcare or 

managing her health data) are unambiguously recognised. The result of patient identification 

and authentication is proof that the patient is who she/he claims to be. Electronic identification 

of patients is the process by which the patient identification and authentication are established 

using any electronic means or, using eIDAS terms, is the process of using person identification 

data in an electronic form uniquely representing a natural person (the patient). While recent 

health data access models were created with electronic patient identification in mind (e.g., 

patient access to their data through a portal or app), more traditional business processes where 

the patient is identified by a health professional (e.g., by presenting an identification card to the 

admission clerk) still rely on purely non-electronic and passive participation of the patient. 

Patient eID has the power to turn the patient into an active participant in this process, elevating 

the strength, assurance, and trustworthiness of the claimed identity using eIDAS.  

We may summarise that the main benefits of using eIDAS are: 

• Improved trust in online and electronic transactions 

• Recognition of electronic identification across all member states 

• A faster and streamlined process for cross-border transactions 

• Consistent electronic signature regulations across the EU 

• Fostering uptake of cross-border eHealth services, facilitating free movement and cross-

border market of (healthcare, among the others) services  

 

3.2. Main benefits for the patients using eIDAS  

 

 
5 http://ehaction.eu/wp-content/uploads/2021/06/eHAction-D8.2.4-Common-eID-Approach-for-Health-
in-the-EU-_-for-adoption_19th-eHN.pdf 

https://www.eid.as/
http://ehaction.eu/wp-content/uploads/2021/06/eHAction-D8.2.4-Common-eID-Approach-for-Health-in-the-EU-_-for-adoption_19th-eHN.pdf
http://ehaction.eu/wp-content/uploads/2021/06/eHAction-D8.2.4-Common-eID-Approach-for-Health-in-the-EU-_-for-adoption_19th-eHN.pdf
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1. Data interoperability between different public services between one country and another: 

The patient could access electronic health records outside their autonomous community and/or 

outside their country, without the need to integrate systems or make a large investment in 

interoperability between autonomous communities and countries. Alternatively, a patient can 

choose to share their data with a healthcare professional by accessing their electronic health 

record on a mobile device – along the lines of the “direct patient access” use case 6. 

 

2. Security and privacy improved 

Security is improved and privacy concerns are reduced, as citizens can use their national eIDs to 

access public services online in other EU countries. The digitisation of the sector through the use 

of eID and trust services will also reduce the dependence on paper-based documents whilst 

maintaining the validity and security of the documents being shared.  

 

3. Transparency and immediacy: 

The patient could consult their electronic health record at any time knowing what is being done 

with their information and with the immediacy that eIDAS services can provide.  

 

4. Online transactions: 

The patient could carry out the transactions that he/she had to carry out through the healthcare 

system, online, regardless of the country of located. The eIDAS building blocks may also help the 

patient to sign legal documents (e.g. via eSignature) and send them (e.g. via eDelivery) 

electronically. Although this scenario is out of the scope of X-eHealth, it highlights future 

opportunities for online transactions. 

 

5. Encrypted communication: 

The patient could have a secure communication channel between them and the public health 

care service, to receive notifications, ask questions, answer surveys, ... in a secure and non-

transferable way. The patient could decide if they want to keep the messages exchanged, or the 

length of the message history, or the validity of the surveys they have answered, and so on. 

 

6. Fostering cross-border telehealth/mHealth: 

Secure and interoperable eID may facilitate remote medical treatment (telecare). Although this 

use case is not strictly related to a cross-border scenario, it is worth noting that patients can use 

their eID means of identification for a secure enrolment. Mobile ID can facilitate the usage of m-

health applications and home medical devices. 

 

In summary, using the eIDAS building blocks and infrastructure, patients would be empowered 

because they could: 

• Control and allow access to their electronic health record 

• View and consult their electronic health record abroad 

• Use online services, from their healthcare system and other countries healthcare system 

• Carry out official transactions for the online healthcare system  

 
6 https://digitalhealtheurope.eu/resources/funding-opportunities/direct-grants-to-member-states-
authorities-enabling-patient-access-to-their-health-data/ 

https://digitalhealtheurope.eu/resources/funding-opportunities/direct-grants-to-member-states-authorities-enabling-patient-access-to-their-health-data/
https://digitalhealtheurope.eu/resources/funding-opportunities/direct-grants-to-member-states-authorities-enabling-patient-access-to-their-health-data/
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• Have a self-managed two-way communication channel with the healthcare system 
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4. Cross-border use cases 

This deliverable identifies some healthcare use cases in which the cross-border interaction 

plays an important role and where the electronic identification of the patient could be a game-

changer, leading to improved security and accuracy of the patient’s data.  

It is worth noting that on-site patients’ identification is typically a prerequisite for such use-

cases: the patient must be physically present at the point of care and collaborate with the HCP 

to let the professional access their medical data. Patient Identification is performed at the Point 

of Care of the Country of Treatment, by the Health Professional in charge, by collecting from the 

patient, who is present at the Point of Care, the credential /traits used to identify him/her in 

her/his own Country of Affiliation, applying the search criteria defined by the Country of 

Affiliation. The collected credentials/traits are sent, by NCPeH-B to the Country of Affiliation, 

that checks their correctness and returns the full set of traits.  In some cases, together with the 

traits, the verification of the consent to access to the data is performed before sending to the 

Point of Treatment.  It is the task of the Health Professional, to “authenticate” the Patient: i.e., 

to check the coherence between the identity declared by the Patient and the returned traits. 

Patient Identification is always the first step to start the workflow of any service. The actions of 

query and retrieve of EHR at the Point of Care (Country of Treatment) may involve the retrieval 

of the Patient Summary, Hospital Discharge Report, Lab Report, Digital Imaging Report, among 

others.  

From a different perspective, the post–treatment patient’s access to Electronic Health Records 

may also be considered. Possible examples are the following: Hospital Discharge Report using 

patient’s eID, provided that the hospital in the country of treatment is enabling patient’s access 

to Electronic Medical Records, or national patient portal supports the registration with eIDAS 

compliant eID. Some of these use cases fall in the scope of the so-called “patient direct access”: 

the patient may not be involved in a cross-border interaction and could access their medical 

data from their country of origin. 

Other possible use cases may be found in the following scenarios: online ordering laboratory 

test in a cross-border laboratory using patient’s eID; patient consent for cross border care via 

mobile or web application, upon registration with eID; patient consent for secondary use of 

health data, concerning past treatment (e.g., to allow secondary use of lab results, treatment 

outcomes in relation to Hospital Discharge Report). 
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5. Implementation of the eIDAS nodes 

The eIDAS (electronic IDentification, Authentication and trust Services) infrastructure is a 

complex, cryptographically secured electronic system, developed by the EC with the help of 

Member States. The eIDAS Node is a sample implementation of the eID eIDAS Profile, which 

contains the necessary modules to help the Member States to communicate with other nodes 

of the eIDAS Network counterparts in a centralised or distributed way. 

The initiative is legitimated by the EU Commission's proposed amendments to the eIDAS 

regulation requiring all Member States to develop a framework to deliver 'digital wallets', a 

richer form of digital identity, by September 2022. The proposals are ambitious, requiring the 

development of rich digital identity wallets for personal document storage and attribute sharing. 

These will be recognised across Europe, and other domains e.g., the banking sector will be asked 

to accept that as relying parties. The fact that eID will be accepted by banks as a means of 

identification will open it up to other uses, because it will increase the level of confidence in its 

use. The advocacy capacity of the banking system will help to ensure that beyond technical 

compliance, safety, and security, there is also new opportunities for trusted use. 

The eIDAS-Node7 is an official software package that Member States are using to support cross-

border electronic transactions for managing electronic transactions and digital signatures 

between EU actors (member states, citizens, and businesses). 

 

  

Figure 1 

source: CEF Digital – use of the eIDAS protocol and the implementation of eIDAS-Nodes 

(https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageId=82773030) 

 

The eIDAS network consists of a series of eIDAS nodes implemented at the Member State level, 

which can also act as a request or service provider for cross-border authentication, so that the 

transaction involves two parties: a sending MS, the MS whose eID scheme is used in the 

authentication process, and sending authenticated ID data to the receiving MS.  

 
7 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS-Node+Integration+Package 

https://ec.europa.eu/cefdigital/wiki/pages/viewpage.action?pageId=82773030
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS-Node+Integration+Package
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Several common eIDAS Node interfaces are available to connect different parties to the eIDAS 

network, which could be: 

-  National Identity Providers - used for connecting eIDAS-Node in the user’s MS to their National 

Identity Provider 

- Service Providers in the MS where eIDAS-Node is deployed - used for Service Providers to send 

to the Node authentication requests and get responses, where MS's Node could communicate 

with multiple Service Providers in that Member State 

- other eIDAS-Nodes in the Member States - used for the cross-border interoperability of eID 

solution. It is for communication with eIDAS-Nodes in other Member States, which is established 

between eIDAS-Connector and eIDAS-Service for requesting and providing identity information. 

The implementation of the eIDAS Nodes is aligned with the Technical Specifications. To date the 

team responsible for the definition of the Technical Specification has released two baselines: 

v1.x and, recently, v2.x. The current eIDAS Nodes shall implement the Specification addressed 

by the v2.x – which should not be confused with the so-called “eIDAS 2.0” (often used to indicate 

the upcoming European Digital Identity Wallet initiative). 

Some technical details about the eIDAS-Node integration packages are described in the Annex 

A. 
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6. Lessons learned 

Several EU-funded projects, during the past years, have dealt with the possible introduction of 

eID means during the authentication phase of the patient according to the eIDAS infrastructure, 

as discussed in the previous deliverable D4.1.1 “eID in eHealth: survey of national solutions”. 

Some of the key findings (lessons learned) are the following: 

- The adoption of the eID means of authentication of a patient in a Point of Care abroad 

shall not be seen as mandatory, for a number of reasons: the partial coverage of the EU 

population when it comes to the eID means deployment; resistance in the use of such 

means in some cases; different identification workflow imposed to the HCP; 

technological barriers in the case of smartcard-based eIDs which require a smartcard 

reader in the healthcare premises; the need of having a “breaking the glass” scenario in 

which the eID is not used and another identification workflow is applied; obstacles in 

the unambiguous determination of the patientIdentifier across different countries, 

which may require additional step in the workflow; and national laws which may hinder 

a wide adoption of eID for some use cases  

 

- Alternatively, the adoption of an eID mechanism shall introduce undisputed 

improvements in the process: enhanced security (hand typing of personal data no more 

needed); enhanced privacy; patient empowerment (the patient may decide which data 

can be disclosed and to whom); the right of patients to access their medical data from 

anywhere in the EU using a single national eID would finally be possible 

The user experience, both for the patient and the HCP, demands a specific focus - the 

authentication process should be as easy as possible, yet without compromising the overall 

security.  

When possible, investments already incurred should be preserved and the key outputs of past 

initiatives should be leveraged. As presented in D4.1.1, this is typically the case of projects like 

HealtheID, eSENS, epSOS, which have been built to take into account previous outcomes and 

findings. 

The next chapters will address these lessons learned in a possible extension of the existing eHDSI 

approach, built on the adoption of eIDAS-notified eID means. 
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7. Bridging the gap 

The electronic identification of citizens, when accessing an online service provider, may add 

value in a number of business domains – healthcare among the others. 

When it comes to the eHealth use cases, the eHDSI requirements catalogue still does not 

foresee as mandatory any eID-based patient or healthcare professional identification. The 

integration of eIDs – whether eIDAS notified or not – represents an evolution of the existing 

cross-border eHealth Digital Services Infrastructure. 

At the same time, already in epSOS – which based patient identification purely on the existing 

non-digital national identification documents such as IDs and passports – the need for a more 

secure identification and authentication was identified. This need was later further 

emphasised by the eHealth Network, and eID identification in the domain of eHealth remains 

one of the eHN’s priority areas. 

The goals for and advantages of the integration of eID services in the domain of eHealth are 

manyfold, as already identified in STORK 2.0 8: 

• The establishment of legally binding electronic means of patient identification, 

authentication, and based upon these, authorisation 

• Facilitation of the administrative process and associated cost savings 

• Expansion of services and inclusion of complementary ones 

• Increased access of users - both healthcare professionals and patients regarding both 

scale and scope 

• Improved trust in eHealth services 

• Improved security  

• Patient empowerment, i.e., a more active role of patients involved in their personal 

health data 

Previous pilot projects, such as STORK and STORK 2.0, e-SENS, and HealtheID provided a broad 

range of existing learnings on how to integrate electronic identification services in the domain 

of eHealth and deploy eID based means of identification in the eHDSI environment. Still, these 

previous projects also identified a number of unresolved obstacles to such effective 

integration, stemming from various domains: 

• Legal constraints 

• Practical reasons impeding a reasonable user journey 

• Communications between a large number of federated components 

• Restrictions in re-configuring previously deployed dependencies and eID components 

• Organisational restrictions 

• Security considerations of the organisations about to implement eID identification 

With regard to  legal constraints, it is worth noting that some countries’ regulatory frameworks 

do not foresee the connection of eGovernment mechanisms and eHealth / STORK 2.0 

infrastructures. In these cases, legal amendments must first pave the way for the application 

 
8 https://ec.europa.eu/cefdigital/wiki/display/EIDCOMMUNITY/WP5.4+eHealth 

https://ec.europa.eu/cefdigital/wiki/display/EIDCOMMUNITY/WP5.4+eHealth
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of eIDs in their eHealth domains. In any case, consultation of national Data Protection Agencies 

is advised before starting eID and eHealth integration projects. 

 

7.1. Learnings from STORK 2.0 and their application in the eIDAS context 

STORK 2.0 brought eIDs to epSOS for the first time and such integration was kept sustainable by 

the follow-up projects EXPAND and eSENS. STORK 2.0 also specifically focused on mobile eID 

support, which has come to play an even more important role in eGovernment solutions in all 

areas, and collaborated with the OpenNCP community.  

Important practical implementation challenges here turned out to include in detail: 

• Increased efforts for maintenance stemming from a federated and modular 

infrastructure 

• The importance of keeping configurations of federated components in line, which is 

nowadays partly resolved by the OpenNCP’s central configuration services 

• The implementation of reasonable graphical user interfaces increases instead of 

decreasing the identification efforts for both patients and healthcare providers. Breaks 

in the required user journey of patient identification and consent remained a major 

obstacle even through recent projects such as HealtheID has shown remarkable 

progress  

• Incompatibility between electronic signatures – when used - provided by one, and the 

eHealth authentication mechanisms established in another country, can represent a 

virtually non-resolvable obstacle. This is especially crucial in an environment where no 

changes can be made in an already productively deployed dependency eID scheme, and 

presumably especially relevant for eID schemes that are already eIDAS notified 

The mentioned previous projects on eID and eHealth, and their integration, also offer a range of 

important guidelines on how to overcome some – but not all – of the aforementioned 

challenges.  

Among them are: 

• The involvement of software developers and system administrators with previous 

experience in the usage of SAML protocols and identity federations significantly reduces 

costs, and both project and security risks, when implementing eIDs for patient or 

healthcare provider identification  

• Substantial training is required for healthcare providers to effectively adopt the new 

means of patient identification in everyday work 

• SLAs with high levels of availability and designated contracts laying out the relation 

between system operators and identity providers or other third parties need to be 

established 

• Organisational endpoints (e.g., service desks) should be established for healthcare 

professionals and patients experiencing issues in the identification process. This is also 

in line with the general eHDSI requirement for a service desk for NCP operations 

• For all components, where possible, compliance with established standards – especially 

with IHE profiles and with SAML profiles for metadata – should be aimed for. This in turn 

saves both efforts for architectural designs and facilitates the onboarding of staff to the 
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implementation projects, and its future maintenance. Most importantly, this already is 

the case for the (STORK 2.0 enhanced) IHE-compliant OpenNCP solution. 

The assurance levels for eIDs established in STORK, and also closely in line with, for instance, the 

NIST identification assurance levels, consider both technical security and the security of the 

process of ID issuance. The latter refers to how reliable the process of initial identification of a 

citizen is, when his eID is first issued. This task is fulfilled by the country of origin of the patient, 

which is the responsible party (Identity Provider) of the eID issuance. With eIDAS notified eID 

schemes, one can assume that both these requirements are fulfilled in a way corresponding to 

a high level of assurance, thus providing a secure and reliable means of identification. When it 

comes to authentication, there are currently no obligations for the countries to notify schemes 

having just a level of assurance ‘high’, so a Country may decide to notify an eIDAS scheme even 

with a level of assurance ‘low’. However, most of the cross-border use cases today available are 

using at least the level of assurance ‘substantial’, so it is not advisable to notify schemes below 

that level. 

 

7.2. Practical Implementation learnings from HealtheID 

For the practical technical integration of eIDs into the OpenNCP / eHDSI infrastructure, the 

project HealtheID has provided concrete technical guidelines. The project specifically focussed 

on guidance for and development of components for the enhanced integration of OpenNCP with 

eID solutions. These components are only loosely coupled, which means that they, if necessary, 

could be deployed at different organisations responsible for each. 

To make use of the HealtheID enhanced OpenNCP Portal, the version provided by this project 

must be deployed and enabled in the OpenNCP properties 9. In this environment, a workflow 

manager creates encounters, stores eIDAS attributes, performs attribute mapping, and handles 

all healthcare professional and patient interactions during the authentication process. For each 

patient identification, the interaction of the workflow manager is needed with the following 

components: 

• The HealtheID client, which submits healthcare professionals’ requests 

• A Patient Data I/O, controlled by the patient. Here, the patient can also add additional 

data that cannot be provided by eIDAS 

• An eIDAS-HProxy, which generates authentication requests and communicates with the 

corresponding eIDAS solution. The eIDAS-Proxy Controller receives individuals’ eIDAS 

attributes after successful authentication. 

From a technological standpoint, the communication between these components is based on 

common JSON Web Tokens. In addition, between the NCP-B and its NCP HProxy, a National 

Adapter is needed for some countries, also provided by the HealtheID project. For more details, 

and the specific process of identification, please consult the HealtheID integration guide. 

 

 
9 https://www.spms.min-saude.pt/wp-content/uploads/2019/11/HEALTHeID-Integration-Guide-
v0.10_clean.pdf 

https://www.spms.min-saude.pt/wp-content/uploads/2019/11/HEALTHeID-Integration-Guide-v0.10_clean.pdf
https://www.spms.min-saude.pt/wp-content/uploads/2019/11/HEALTHeID-Integration-Guide-v0.10_clean.pdf
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7.3. A possible way forward 

The proposal is based on the outcomes of the project HealtheID, with three key evolutions, 

namely: 

I. The usage of a QRcode to address the initiation of the eIDAS authentication flow – 

instead of a SMS or link received by the patient via email; 

 

II. Consent gathering and PIN provision are two distinct and independent processes, but 

they may be presented together to the patient for the sake of simplicity and efficiency. 

The proposal is the possible use of electronic signatures (eSignature 10, eIDAS 

compliant) to sign the consent, if it is requested by the Country of Treatment - as a way 

of gathering consent in those Member States in which consent is the legal basis for data 

processing. This is an evolution with respect of the current eHDSI. In the current eHDSI 

architecture, the patient is shown the PIN and, depending on the legislation of Country 

B, may be asked to give consent for accessing and managing clinical data. The patient 

does not do it directly: when the XCPD patient discovery has completed, a screen-page 

appears in the HP portal, asking for consent. The HCP can request consent to the patient, 

and possibly print a copy for her, yet inside the system is the HP that acts to confirm the 

patient consent. Consequently, the role of the patient is passive because they have no 

possibility to interact directly with the eHDSI system, and they need the HP as an 

intermediary for their actions, which confirms the patient’s decisions through the 

Country B portal. It is assumed that any action required in Country A (PIN visualisation 

and/or consent gathering) has been already done before the medical encounter takes 

place in the Country of Treatment. The evolution proposed aims to surpass the current 

approach and put the patient in full control of their decision, along the lines of the 

“patient empowerment” approach; 

 

III. The PIN is displayed before any processing of personal data, in full respect of GDPR, 

Articles 13 (“Information to be provided where personal data are collected from the data 

subject”), and 14 (”Information to be provided where personal data have not been 

obtained from the data subject”) – which means that the PIN will be displayed before 

the authentication phase 11. 

 

As foreseen by HealtheID, the solution supports a cross-device workflow for patient 

identification integrated into the eHDSI and could work as depicted in the following figure. In 

broader terms, this approach could be applicable for other domains too, without focusing just 

on the eHDSI. 

 

 
10 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature  
11 Past projects (i.e. HealtheID) proposed that the PIN acknowledgment was considered the first service 
(in Country B) to be consumed by the patient right after the cross-border authentication phase 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature
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Figure 2 

 

The actions performed by the different actors are the following: 

a) The patient enters the healthcare provider’s facility in the Country B 

 

b) The healthcare professional (HCP) asks the patient to identify, they have two choices: 

the current eHDSI approach (no eID involved), or the eIDAS authentication via eID 

means. In the former, the identification flow occurs as usual (via paper-based ID) – no 

evolution is needed. In the latter, the patient journey proceeds with the steps below. 

The HCP asks for the home country (Country A) of the patient, and based on that 

information, the HCP’s portal creates a QR-code (see figure 2 step 1) containing some 

key information: the Country A of the patient; the Country B; an HCP Id; a unique 

identifier of the request; and the URL of a Service Provider in the Country B which will 

start the cross-border authentication phase, upon its selection 

 

c) The patient scans the QR code created in the previous step, using her mobile phone (see 

figure 2 steps 2-3) 

 

d) The user agent (mobile browser) is redirected to the URL included in the QR code (see 

figure 2 step 4)  

 

e) The Service Provider in Country B (SP-B) associated with the abovementioned URL is 

invoked. As a first step, the PIN B (Patient Information Notice of Country B) is displayed. 

Note that at this point, the SP-B is still unaware of the (digital) identity of the patient 
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f) Depending on the legal basis applied in Country B, the patient could (or could not) be 

asked to provide consent. In other words, the SP-B implements the functionality of a 

consent provision. This could be done offering the patient to electronically sign a web 

form, which will be further stored in Country B. This is an evolution of the current eHDSI. 

The signature could be done exploiting the eSignature building blocks, e.g., using a 

digital signature key pair installed in a personal wallet on the patient’s mobile device 

(see figure 2 step 5). From an interoperability standpoint, this means that the patient 

would sign a document (web form) proposed by Country B with key materials and 

software released by Country A, and the result (document or web form signed) would 

be verified and stored 12 in Country B. However, eSignature is compliant with the eIDAS 

Regulation, meaning that it ensures the legal recognition and cross-border 

interoperability of the electronic signatures and seals produced by solutions based on 

this building block. This approach will prevent any issue in terms of signature format 

recognition. Should the abovementioned key pair be unavailable or would the patient 

“signing” in a different way, alternative methods should be offered and implemented. 

As already noted, consent gathering and PIN provision are two distinct and independent 

processes, yet they may be presented together to the patient for the sake of simplicity 

and efficiency 

 

g) SP-B can now initiate the eIDAS authentication flow, being the processing of personal 

data authorised for Country B. SP-B is offering an online service, depending on the 

specific use case initiated by the HPC (e.g., patient provision of own patient summary). 

As such, the online service is allowed to start the cross-border authentication phase. As 

already noted, this in another evolution with respect of the current eHDSI. The SP-B asks 

for a cross-border authentication (if possible, Country A is automatically selected). From 

the patient standpoint, the SP to be consumed is offered by Country B and regards the 

cross-border access to her medical data stored in Country A. The authentication flows 

involved the respective components in Country B and Country A, namely eIDAS Node-B 

and Node-A (see figure 2 steps 6-7) 

 

h) The patient performs an eIDAS cross-border authentication against her preferred 

national Identity Provider in Country A (IdP-A) e.g., using user/password and an 

OTP/SMS, or NFC-enabled smartcard, or a fingerprint if already enrolled (see figure 2 

steps 8-9) 

 

i) The IdP or other entity in Country A uses the patient’s data to look up the patient’s 

national (healthcare) identifier, performing a mapping if necessary (see figure 2 step 9b). 

Under certain conditions, Country A could use the same values for the personIdentifier 

and the patientIdentifier 13. It returns the corresponding patient’s identifier to the 

Service Provider, along with other personal data. Past projects like HealtheID proposed 

to perform this mapping between the personIdentifier and the patientIdentifier via an 

additional query initiated by Country B’s NCPeH and resolved by Country A: this 

 
12 Any data shall be stored for no longer than is necessary for the purpose for which the personal data is 
processed, as long as the principles from GDPR’s Article 5 (https://gdpr-info.eu/art-5-gdpr/) 
13 Some eID schemes allow this condition, e.g. the Electronic Identity Card (CIE) in Italy. In this case, 
mapping is not necessary, the eIDAS assertion already contains the patientIdentifier (albeit tagged as 
personIdentifier) 
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approach is feasible as well, although the evolution proposed here gives an increased 

legal value and enhanced security. There is the need of a central configuration, as 

already proposed by HealtheID, to describe the current implementation of Country As 

when it comes to the personIdentifier value 

 

j) The identity assertion is sent to Country B via eIDAS nodes (see figure 2 steps 10-11). SP-

B returns the patient identifier and request ID to the healthcare provider specified by 

the corresponding stored HCP ID. This action implies a back-end communication 

between the two services in Country B (see figure 2 steps 12-13) 

 

k) From here on, the process follows the traditionally foreseen eHDSI patient identification 

process laid out in the eHDSI requirements catalogue. The healthcare provider’s system, 

which has received a back-end notification having the purpose of restarting its work, 

sends the patient identifier plus its request for data to the NCP-B. NCP B passes this 

identifier and request on to NCP-A, and NCP-A on to country A’s national healthcare 

system to lookup patient data (see figure 2 steps 14-15-16) 

 

l) After selecting the data corresponding to the patient, the home country’s national 

system sends the patient data to NCP-A, which passes it on to NCP-B, which passes it on 

to the healthcare provider in country B (see figure 2 steps 17-18-19-20) 

 

m) The healthcare professional can now act upon the patient data received. 

 

It is assumed that the patient has already acknowledged the PIN and – if needed – gave consent 

in their Country of Origin (Country A) before the healthcare encounter takes place in Country B. 

However, Country A may also deploy an online service offered to their citizens in order to 

perform these tasks when abroad. 

When it comes to the process proposed for Country B, one may also think about the combination 

of cross-border login and electronic signature of consent into a single request to the patient, 

which would reduce efforts, streamline the process and improve its user experience. However, 

legal requirements arising from the GDPR may impede such a combination. More specifically, 

such a combination would not seem to be in line with the very explicit consent demanded by 

GDPR’s Article 7 (1) and (2) and Article 9 for the sensitive category of health data. The controller 

must also remain able to demonstrate that the data subject (i.e., the patient) has explicitly 

consented to the processing of her data. And, as already outlined, PIN provision should always 

occur before any data processing takes place. From a technical standpoint, regarding the 

combination of login and consent/authorisation, it is also worth noting that at least in the case 

of Sweden, difficulties had been identified for a combined approach for identification and 

consent/authorisation in STORK 2.0.  

This approach could be carefully assessed in the next months, in the light of the revised eIDAS 

specifications and European Digital Identity Wallet technical implementations. 

 

7.4. Further evolutions 
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Past EU-backed initiatives 14 have proposed further enhancements to the process, such as the 

so-called “Power and mandate” approach. Although not included in the eHDSI vision, it is worth 

mentioning their basic principles. The idea is that citizens should be able to empower other 

citizen or legal person to use eHealth services. According to EU project Representation of Powers 

(RPaM) and Mandates Ontology, a common shared European data model for representing 

eMandates cross-border and cross-domain has been drafted. 

 

Benefits for using RPaM are: 

- More reliable information on the representation powers and mandates of legal entities 

- Lower cost of information transfer due to automated data processing 

- More efficient transfer of information on legal entities due to greater semantic interoperability 

within the EU 

- Reduced administrative burden 

- A safe and reliable online environment for information exchange 

 

 
14 https://joinup.ec.europa.eu/collection/isa-action-201612-semantic-interoperability-

representation-powers-and-mandates-0/solution/representation-powers-and-mandates-

ontology/about  

 

https://joinup.ec.europa.eu/collection/isa-action-201612-semantic-interoperability-representation-powers-and-mandates-0/solution/representation-powers-and-mandates-ontology/about
https://joinup.ec.europa.eu/collection/isa-action-201612-semantic-interoperability-representation-powers-and-mandates-0/solution/representation-powers-and-mandates-ontology/about
https://joinup.ec.europa.eu/collection/isa-action-201612-semantic-interoperability-representation-powers-and-mandates-0/solution/representation-powers-and-mandates-ontology/about
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8. The European Digital Identity Wallet 

On the 3rd of June 2021, the EC has announced the standardisation of a common EU Digital 

Identity Wallet (EDIW), enabling citizens to quickly, easily, and securely access public and 

private services through a personal device, e.g., a mobile device 15. 

The evaluation of the eIDAS regulation 16 revealed that, despite some achievements with regard 

to the availability of notified eID schemes and their acceptance, the eIDAS regulation has not 

achieved its full potential. Implementation did not meet expectations, as only 14 Member States 

completed the notification procedure, and just 14% of the online public services across the EU 

are today accessible with the so-called “eIDAS Login”. The coverage of the notified eID schemes 

is limited and final user uptake is decidedly different from country to country. Although usage 

of notified eID schemes is increasing, the lack of services connected to the national eIDAS nodes 

results in scarce usage of notified eID schemes by public relying parties.  

The common EU digital ID wallet is aimed to overcome the implementation challenges of eIDAS 

and its limitations with regard to the private sector, variability of use cases, and specific sectorial 

needs. This includes a cross-border exchange of health data where identification is sensitive and 

requires a high degree of certainty. It is expected to make more electronic means of 

identification and improve the efficiency of the process of mutual recognition. It is also expected 

that the new scheme would introduce specific data in the authentication token which would be 

used as “patient identifier”, a long-awaited evolution, partially envisioned by the eIDAS 

Technical Specifications v2.0, as detailed in previous sections; its lack in the notified schemes 

currently deployed has prevented the exploitation of a number of potential use cases in the 

eHealth domain. 

An amendment to eIDAS Regulation 17 introduces an obligation to all Member States to issue 

and recognise the new EDIW with common technical standards.  Every EU citizen will have a 

right to obtain EDIW which will be accepted in all Member States. The Member States will be 

obliged to issue national EDIW in 12 months after the amendment enters into force. The 

amendment further provides that the EDIW will be free of charge to natural persons and made 

accessible for persons with disabilities. The EDIW will have a high level of assurance and will 

enable e-signatures.  

EU Commission Recommendation (EU) 2021/946 of 3 June 2021 on a common Union Toolbox 

for a coordinated approach towards a European Digital Identity Framework 18 put a strong 

emphasis on the online identification and authentication of users and the secure processing of 

personal data through the use of digital services and data exchange. Digital wallets can interlink 

national digital identity to other supporting documents (e.g., driving license, diplomas, bank 

 
15 https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-

digital-identity_en  

16 https://ec.europa.eu/newsroom/dae/redirection/document/76859  

17  https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0281  
18 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021H0946&from=EN 

 

https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-digital-identity_en
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-digital-identity_en
https://ec.europa.eu/newsroom/dae/redirection/document/76859
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0281
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021H0946&from=EN
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account). These portfolios may be provided by administrative bodies or private institutions 

recognised by each Member State.  Upon agreement of the Member States, the Toolbox is 

planned to be published in October 2022.   

The European Digital Identity Wallet should allow users to electronically identify and 

authenticate – reusing the current eIDAS infrastructure - a wide range of public and private 

services online and offline across borders. Offline use would be important in the healthcare 

sector, where services are often provided through personal interaction, and e-prescriptions 

should be allowed to rely on (signed) QR codes or similar technologies to verify the authenticity. 

The new European digital wallets will allow European citizens to access online services without 

having to use private identification methods or share personal data unnecessarily. With this 

solution, they have full control over what data they share. In the current proposal, the Member 

States are not obliged 19 to develop national digital identification and make it interoperable with 

other Member States, which can lead to large differences between countries. The current 

proposal addresses these shortcomings by improving the efficiency of the framework and 

extending its benefits to the private sector and mobile use. To develop the toolbox, a schedule 

for the implementation of the Recommendation was agreed in September 2021, to start 

collecting data from the Member States and to discuss the technical architecture. Agreement 

on the framework of technical architecture was scheduled for early 2022. Definition of specific 

technical architectures, standards and references, guidelines, and best practices is scheduled for 

June 2022. By 30 September 2022, Member States shall conclude an agreement on a toolbox for 

the implementation of the European Digital Identity Framework, including a comprehensive 

technical architecture and reference framework, common standards, and technical references, 

and by 30 October 2022, the Commission shall publish the toolbox. 

The proposed timeline is indeed very ambitious, and several stakeholders have raised concerns 

about its feasibility 20. Some feedback from the private sector, for example, proposes a co-

existence of the current infrastructure and the brand new EIDW of at least three years, in order 

to provide a seamless transition for the service provider today integrated with the eIDAS Login. 

The EDIW foresees the adoption of the Self-Sovereign Identity (SSI) paradigm. Digital identities 

are today managed by de-facto central authorities, namely the identity providers, resulting in 

users not having full control over their digital identities: in theory, identity data could be shared 

between service and identity providers without any user involvement. Most recently, new 

identity management models that focus on decentralised identities emerged and gained 

traction. One of the notable examples is the model of the SSI. The key concept in such systems 

is that control over identity data is put back into the users’ hand. This gives the holder greater 

control over how its identity is represented to parties relying on the identity information and, in 

particular, greater control over the personal information that it reveals to other parties. This 

paradigm change poses new challenges to practically deploying privacy-preserving showings of 

attributes, which allow the user to select their attributes that should or should not be revealed 

to the service provider. The EDIW can be used to hold not only an EU Digital Identity but also 

 
19 This approach could be changed in the upcoming revision of the proposal 
20 https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12528-EU-digital-

ID-scheme-for-online-transactions-across-Europe/feedback_en?p_id=8243776     

 

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12528-EU-digital-ID-scheme-for-online-transactions-across-Europe/feedback_en?p_id=8243776
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12528-EU-digital-ID-scheme-for-online-transactions-across-Europe/feedback_en?p_id=8243776
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known attributes and other independently issued credentials of the identified entity, along the 

lines of the SSI paradigm. This deliverable, however, does not directly consider the architectural 

implications of applying SSI technologies to the EDIW. Several EU-funded projects (e.g., KRAKEN 
21) are actively working on the practical adoption of SSI and their outcomes could play an 

important role in the future. 

The European Digital Identity Wallets should also allow users to create and use qualified 

electronic signatures and seals. 

Provided that EDIW will be commonly available and widely recognised, it has a huge potential 

of use in a variety of EHR exchange scenarios. On the one hand, holding the eID on a mobile 

device will vastly facilitate a patient’s identification when treated by public or private healthcare 

providers. On the other, the wallet could, in theory, be used as personal storage for original or 

translated medical documents and certificates.  Following the successful implementation of EU 

DCC, eHealth is considered one of the most promising domains of use. An EU digital wallet could 

facilitate access to the patient summary, vaccination card, insurance certificate, prescriptions, 

and enable the verification of health certificates.  

MyHealth4EU specifications for Patient Summary and ePrescription are planned to be enhanced 

to encompass the usage of the EDIW. For Patient Summary, two options are envisaged. Firstly, 

the patient could download their patient summary to the Wallet, have it translated using 

terminology services, and show it to healthcare professionals 22. Secondly, the Wallet could be 

used to provide the right to access health information by a health professional. Similarly, EDIW 

can be applied in other X-eHealth scenarios by supporting patient identification and optional 

storage of original and translated laboratory reports, imaging reports, and discharge letters.   

EDIW could also facilitate the provision of patient consent with regard to cross-border care, such 

as on-site consent at the point of care in the country of treatment.   

A possible use case of an eIDAS cross-border authentication + EDIW could be the patient 

provision of own patient summary – first, the cross-border patient identification with the NCPs 

is completed, following the very same steps included in section 7.3.  At that stage, Country B 

knows the patient ID of the person, which means the patient can transfer their patient summary 

from their EDIW to the HP portal. The matching of patient IDs (the one included in the patient 

summary and NCP-retrieved one) would assure the PS really belongs to that person. 

We also note that the proposed flow, in which an eIDAS cross-border authentication is required 

from the patient side, is an enabler for online transactions. Offline transactions could be possible 

if the patient, instead of performing the usual eIDAS login, would store in her Wallet an offline 

representation (e.g. via QRcode) of their identity data, previously collected from a trusted third 

party (an Identity Provider), and – ideally – signed with a key pair belonging to the IdP. This 

“offline credential” would avoid the eIDAS flow, e.g. the HPC could scan such a QRcode during 

the patient identification phase. 

The EDIW could also be used as a platform in which the patient receives, via a push message, a 

notification when a HCP tries to access to their medical data. The notification could work as a 

 
21 https://www.krakenh2020.eu/the_project/overview  
22 https://digitalhealtheurope.eu/resources/funding-opportunities/direct-grants-to-member-states-
authorities-enabling-patient-access-to-their-health-data/  

https://www.krakenh2020.eu/the_project/overview
https://digitalhealtheurope.eu/resources/funding-opportunities/direct-grants-to-member-states-authorities-enabling-patient-access-to-their-health-data/
https://digitalhealtheurope.eu/resources/funding-opportunities/direct-grants-to-member-states-authorities-enabling-patient-access-to-their-health-data/
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simple informative message, or as an authorisation request (the patient is able to authorise or 

deny the access). 

Comprehensive usage of the EDIW could also pave the way for mobile payments applied to 

eHealth, e.g., if a citizen needs to pay for a medicine. This use case would be carried out in full 

respect of the PSD2 directive related to electronic payments. 

The current proposal of EDIW includes some “grey areas” which should be addressed before its 

deployment, e.g., the anticipated requirement of the level of assurance “high” which could – if 

applied – lead to a vendor lock-in when it comes to chip manufacturers on mobile devices (today 

very few of them can adopt the required certification schemes). 

The EDIW is a promising booster for cross-border eHealth, improving the accessibility, usability, 

security, and privacy of the services, and helping to include a wide range of countries and 

healthcare providers.  
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Summary and Discussion 

This document has discussed the benefits of using the eIDAS approach, which is twofold and 

includes the cross-border authentication via eID means and the eSignature. 

In summary: 

- the citizens, when using online public services abroad, are able to log in directly with 

their own trusted national eID 

- public services are digitally accessible for the Europeans, reducing the administrative 

burden 

- indirectly, the eIDs cross-border usage can increase the efficiency in the implementation 

process of new technologies, which can result in administrative cost-savings for public 

services 

- ensure communication between MS's Nodes under the protocol and allow queries 

within the MS (MS's Node - Service Provider)  

- increased security in the healthcare sector, in which HCP can “delegate” the 

identification of the patient (citizen) to a trustworthy infrastructure, avoiding manual 

inputs 

- both online (via eIDAS cross-border login) and offline (via identity data stored in the 

Wallet) identification scenarios are supported 

- the anticipated use of the eSignature building blocks to electronically sign the patient 

consent if a consent provision is requested by the Country of Treatment 

- in the new Nodes, aligned to the Technical Specifications v1.2 – the possibility, upon 

bilateral agreements between the involved Countries, to include the patientIdentifier 

in the SAML Assertion released by the Country of Origin (Country A) of the patient, 

avoiding any “reconciliation” between Country B and Country A, based on the 

personIdentifier, as proposed by past EU-funded projects. With the upcoming 

European Digital Identity Wallet (EDIW), this possibility will become even more easier, 

with the introduction of sector-specific schemes. 

 

Some of the challenges that need to be addressed: 

- ensure a balanced trade-off between security and usability 

- promote a wider adoption of the eID means, especially on mobile device, via EDIW or 

current means. Healthcare provider/ professionals are typically reluctant to hand 

devices over to patients, which results in a hindrance to the effective adoption of eID 

based identification means in the field 

- agree on an architecture which is natively capable of transporting the patientIdentifier 

between the Country of Origin of the patient (Country A) and the Country of 

Treatment (Country B) 

- MS shall agree on a common (minimum) required Level of Assurance when it comes to 

the authentication of the patient (substantial or high) 

It is worth noticing that all the above-mentioned challenges are addressed in the current 

proposal of the European Digital Identity Wallet. A public consultation of the current EDIW 
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proposal has been recently promoted by the EC 23 - the assumptions made in this deliverable 

are based on the current EDIW proposal and should assessed at a later stage, when the final 

technical specification of the EDIW is available. 

As a general, high-level advice, it is recommended that MS facilitate a wider onboarding in the 

eIDAS infrastructure, in the short term, and join forces to promote the European Digital Identity 

Wallet development and deployment, which could be seen as a game-changer for many 

domains, cross-border healthcare among the others. 

An ambitious evolution could be the electronic signature of the patient’s consent, which should 

be based on digital signature keys installed on the patient’s mobile device, via EDIW or current 

mobile Apps. This evolution may have impacts on the current eHDSI infrastructure and could be 

carefully assessed, yet it could be seen as an additional improvement along the lines of the 

“patient empowerment”.  

Another possible evolution is the “power and mandate” approach, in which the citizens when 

using public services can give power or mandate to another citizen or legal person (possibility of 

delegating another citizen to act on behalf of). 

 

  

 
23 https://futurium.ec.europa.eu/en/digital-identity  

https://futurium.ec.europa.eu/en/digital-identity
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Annex A 

This section includes the details of the main baselines of the eIDAS Nodes released by the EC. 

 

eIDAS-Node version 1.4.5 – release date 11th April 2019 

The various releases are an all-in-one package for the Java platform including binary 

distributions for Glassfish, JBoss, Tomcat, WebLogic, WebSphere, and the source code (Maven 

project). The v1.4.is based on version 1.1 of the eIDAS technical specifications. 

Main changes of this version are security fixes, especially in the cryptolibraries. 

 

eIDAS-Node version 2.3.1 – release date 29th October 2019 

There were two vulnerabilities found in the former 2.3 version eIDAS-Node, that could allow an 

attacker to pose as any EU citizen or business. A failure to validate certificates used in eIDAS 

operations, allowed attackers to fake the certificate. For this threat an actor only needs to start 

a malicious connection to an eIDAS-Node server of any MS and supply forged certificates during 

the initial authentication process. In v2.3.1 update these vulnerabilities have been fixed. 

  

eIDAS-Node version 2.5 (current stable release) – release date 11th December 2020 

The v2.5 release is the first to be based on the Technical Specifications v1.2 and was endorsed 

by Opinion No. 5/2019 of the Cooperation Network on 27 September 2019. 

The Technical Specifications v1.2 pave the way for new functionalities: 

• The new proposal aims at including “sector-specific attributes” in the minimum data set, 
paving the way for the inclusion of the patientIdentifier; and the “selective disclosure” 
feature (the ability of the citizen to disclose certain data to the Service Provider, avoiding 
the full disclosure of the personal data) 

 
• The anticipated inclusion of patientIdentifier should avoid tailored, bespoke solutions in 

the healthcare cross-border solutions, as proposed in past projects. The inclusion of 
additional attributes is allowed between two or more MS following bilateral (or 
multilateral) agreements on the data set. 

 

According to the CEF eID support, the former eIDAS technical specifications v1.1.00 are no longer 

supported by the CEF eID team since December 2021. It is worth noting, however, that the vast 

majority of the MS still rely on that implementation. Very few MSs have migrated their 

infrastructure to the new eIDAS nodes, conformant to the Technical Specifications v1.2. 

 

Main changes of eIDAS Node 2.5: 

• implements support for the eIDAS specification 1.1 and 1.2 for Gender Attribute 
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• new field RequesterId in LightRequest 

• new field Consent in LightResponse 

• new spCountryCode field in LightRequest/LightResponse that includes what was 

previously temporarily included in CitizenCountryCode as the two-meaning field. (It has 

been already implemented; the only change is to rename originCountryCode to 

spCountryCode.) 

• new code requires to use and also uses XML namespace lin LightRequest and 

LightResponse 

• include “sector-specific attributes” in the minimum data set, paving the way for the 

inclusion of the patientIdentifier and the selective disclosure feature. 

 

 eIDAS-Node version 2.6 (pre-release) – release date 16th November 2021 

This release is based on the new Technical Specifications, v1.2. 

Main changes24 of this version: 

• Removal of the in-code enforcement of the usage of the BouncyCastle provider 

• Upgrade of OpenSaml dependencies from version 3.4.3 to version 4.1.1. 

• Seeing as the migration to OpenSaml 4 requires an upgrade to Java 11 (11_0_20), the 

supported list of servers has been changed with servers that can support java 11. 

• The supported list of servers has been extended 

• Simplification of the eIDAS-Node default parameters 

• Disabled support for TLSv1.0 & TLSv1.1 in Java 11 revision 11 

• New metadata signature algorithm configuration entry 

• New key encryption Agreement Method algorithm configuration Entry 

• Use SHA-256 as Digest method with RSA-OAEP encryption 

• Bug fixes 

• Security fixes 

• Source code fixes 

• Updates in dependencies 

 

  

 
24 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS-Node+PRE-
RELEASE+version+2.6  

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS-Node+PRE-RELEASE+version+2.6
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS-Node+PRE-RELEASE+version+2.6
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